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Data dissemination 
to a large number of devices
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Simultaneous downloading:
UEs share wireless resources over time.

With a large number of devices…?
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CASTLE Overview
• Client-side Adaptive Scheduler That minimizes Load and Energy (CASTLE) 

is a distributed scheduling framework which includes:

• A theoretical model for the cell load estimation and a novel 
scheduling algorithm

• Software Development Kit that simplifies the construction of 
advanced IoT and/or Connected-Car applications.



USE CASES -
Cell Load Estimation at UE

• Achievable Throughput Estimation
• Cell Selection and Re-selection
• Handover Decision
• Load Balancing

Throughput Estimation Network/Cell Selection
Handover Decision

channel A

channel B

channel C

Load Balancing



USE CASES -
CASTLE’s Scheduling

• Massive Download
• Firmware Updates
• D2D Communication
• New Types of Mobile Pricing



CASTLE Design Challenges
Theory and practice for estimating the current cell 
load

1.Consider interference
• Machine Learning (ML) is introduced to consider 

inter-cell interference
2.Maintain low computational complexity 

• Pre-trained results are used.
3.Be practical

• SDK should run on the existing Android OS.

CASTLE	Architecture
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RSRP, RSRQ, 
SINR

Scheduler

Channel Inference

OS Traffic Scheduler

CASTLE SDK

Applications

Channel 
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Throughput 
Estimation

Cell Load 
Lookup Table

Application Programming Interface

App Store

…
Firmware
Update

ML Data
Update Download File Sharing

User Space



CASTLE Design Challenges
Distributed transmission scheduling for multiple devices

4. Maximize battery efficiency
• Our algorithm aims to minimize UE energy expenditure, as long as the traffic is sent within a 

given deadline.
5.Application-aware scheduling 

• Each application requests the CASTLE scheduling with its own performance requirement.
6.Fully distributed coordination

• Scheduling multiple flows in a distributed manner.
7.Coexistence

• Our scheduling algorithm works with the existing LTE centralized scheduling schemes.



Basic Idea

Achievable 
Throughput

Time

Optimal downloading start threshold: A*

Assume that each cellular UE can sense wireless channel and estimate its cell load 
à Achievable Throughput

Random 
backoff

Optimal duration 
[0, Rbmax]

Start to download

How to find the optimal A* and Rbmax ?

Consumed by the 
existing centralized 
scheduler



Problem Definition (1/3)

Objective
• Each UE minimizes its total energy expenditure:

Subject to
• Receive more than φ bytes,
• Complete the transfer before its deadline (CT ≤ DDL). 

• x(t) is an indication variable on whether UE download at time t.
• g(s(t), x(t), l(t)) denotes the number of bytes downloaded as a function of UE’s signal strength, 

s(t) and the cell load, l(t).
• e(x(t), g(t)) denotes UE’s energy expenditure at time t.

an e�cient O(1) lookup. The Scheduler module then decides the
transmission schedule for the application tra�c according to the
algorithm presented in §3.2.

3 SYSTEM MODEL
We �rst provide an overview of CASTLE’s scheduling in §3.1. To
optimize the parameters used in the scheduling algorithm, we for-
mulate the problem to minimize the UEs’ total energy expenditure
in §3.2. We then transform this problem into one where each UE
estimates its expected throughput and then �nds the optimal back-
o� parameters to be used for its data transfer, in §3.3. §3.4 presents
an algorithm to estimate the UE throughput, which §4 extends to
handle inter-cell interference.

3.1 CASTLE’s Scheduling
Unlike centralized scheduling, a distributed scheduling algorithm
depends on random access and thus needs to determine when to
send and how long to wait when there is a collision (i.e., when
multiple nodes transmit at the same time), analogous to CSMA
(Carrier Sense Multiple Access). However, unlike CSMA, in which
the transmission happens after a “blind” random backo� based on
the number of collisions, CASTLE lets each UE make an informed
decision on the backo� parameters based on an estimate of its
expected throughput.

Figure 2 illustrates the operation of CASTLE by two UEs3. The ex-
pected throughputA(t) is estimated every one second time slot, and
is compared to the optimal threshold A⇤. If the expected through-
put is greater than or equal to the threshold, the download can
be started. However, there may be many UEs that estimate their
expected throughput condition is now satis�ed, which could lead to
more contentions. Therefore, CASTLE waits for a random backo�
interval that is selected uniformly in the range [0, Rbmax] before
starting the transmission. After the expiry of this backo� interval,
the UE checks this condition again before starting its transmission.
Otherwise, CASTLE cancels its transfer and waits until the expected
throughput becomes higher than the threshold.

3.2 Problem Formulation
We consider the problem of N UEs connected to an LTE eNodeB
over a series of T time slots, indexed by t = {1, 2, ...,T }. We term
a UE “active” at time t if it is downloading data at that time4. To
re�ect the resource allocation regime in existing cellular networks,
we consider that the BS uses proportional fair scheduling to allocate
resources to all active UEs within any given time slot t . Note that
the BS’ scheduling is done at a much �ner timescale (i.e., 1 ms
granularity) than the UE activity [5]. Suppose that there are a total
number of resource blocks (RBs) that can be allocated at time slot t
(denoted by ltotal(t)), and that each UE has one download �ow to
complete.

At the beginning of each time slot, each UE can estimate the
current load on the network using the method in §3.4. We denote
this estimate as lused(t), with the condition of 0  lused(t)  ltotal(t);

3CASTLE’s scheduling works not on a per-UE basis, but rather on a per-application
basis. For simplicity, a single application is assumed in Figure 2.
4In this work, we do not consider a upload scenario as most cellular tra�c happens in
the downlink as measured in [16].

Download

Download

Random 
Backoff

Random 
Backoff

User A
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A(t) >= A* Random wait between [0, Rbmax]A(t) < A*

time slot = 1sec 

Random 
Backoff

t

t

Both users sense A(t) >= A* 
at the same time

If A(t) < A at the end of 
backoff, wait.

Note that A(t) is updated for every time slot.

If A(t) >= A at the end of backoff, 
start to download.

If A(t) >= A,  
start a random backoff again.

Figure 2: CASTLE’s scheduling: Users A and B check the con-
dition ofA(t) � A

⇤ to start the download after a randomback-
o�. User B cannot start the download after the backo� since
User A’s download has led User B to estimate that its A(t) is
less than A

⇤.

the load is the average number of allocated RBs per each 1 ms LTE
subframe during the time slot t . Given the estimated lused(t) and
knowing that other UEs may be making the same decision, the UE
must now decide when to start downloading. While it would like
to receive as much data as possible, which could be achieved by
downloading in every time slot, transferring data at a congested
time requires more power expenditure; thus, the UE would prefer
to receive only at less congested times.

To trade o� between these objectives, the UE should make use of
its (known) received signal strength, which we represent as sn (t)
for UE n at time t ; this can be further interpreted as the number of
bytes transmitted per RB allocated to the UE as speci�ed in [2]. Let
�n denote the total amount of data that UE n would like to transfer.
Let DDLn denote the number of time slots between the time UE n

has the data to transfer and its deadline. Since �n and DDLn are
application-speci�c parameters, we can assume that �n

DDLn is the
same, for all UEs n using the same application.

Each UE minimizes its energy expenditure by solving:

min
ÕT
t=1 e (xn (t),�(sn (t),x(t), lused(t))) , (1)

s.t.
ÕT
t=1 xn (t) ⇥ �(sn (t),x(t), lused(t)) � �n , (2)

CTn  DDLn ,8n, (3)

where xn (t) is an indicator variable on whether UE n downloads
at time t (xn (t) = 1) or not (xn (t) = 0), e(·) denotes the energy
expenditure of the UE in time slot t , �(·) denotes the number of
bytes downloaded as a function of UE n’s current signal strength
and the cell load in time slot t , andCTn denotes the completion time
for downloading �n . Here we use x(t) to denote an N -dimensional
decision vector for all UEs in slot t .

To solve (1–3), we note that
ÕT
t=1 xn (t )�(sn (t ),x (t ),lused(t ))ÕT

t=1 xn (t )
repre-

sents the average amount of data downloaded over all time slots
in which the UE is active. Minimizing the total energy expenditure
of transferring a �xed amount of data is equivalent to minimizing
the average energy per bit. Since the energy per bit at any time de-
creases as the UE achieves higher instantaneous throughput, (1–3)

For each UE n,



Problem Definition (2/3)

Equivalent Objective
• Maximize the average throughput over 

all time slots in which UE is active:

Expected amount of data downloaded by 
UE n at time t: E(g())

• An*: optimized throughput threshold  
• b: maximum cell throughput
• N(t): the expected total number of UEs in the cell
• : mean random backoff time
• MTT: maximum transfer time; each UE is active for 

at most MTT

is equivalent to maximizing the average throughput over all time
slots in which UE is active.

We can now parameterize our strategy for deciding xn (t), i.e.,
whether UE n should transmit or not at each time t . At each time t ,
UE n �rst estimates the total amount of data An (t) it can download
as

An (t) = sn (t)(ltotal(t) � lused(t)). (4)
The UE then compares An (t) with an optimized threshold A

⇤
n

(which is derived in §3.3). If An (t) � A
⇤
n , it randomly picks a back-

o� time Rbn (t), which is drawn from a uniform distribution over
[0, 1, ...,Rbmax] and is i.i.d. for all UEs over time. Let Rb = Rbmax/2
denote the mean random backo� time. For long-term fairness, we
require that each UE is active for at most MTT (Maximum Transfer
Time) consecutive time slots. Otherwise (i.e., An (t) < A

⇤
n ), the UE

does not download data and continues to sense in the next time
slot.

Since the xn (t) are determined by A
⇤
n and Rbmax (equivalently

Rb), we now optimize these parameters. SupposeAn (t) is a random
variable uniformly drawn from the range [a,b] and is i.i.d. over
time. Thus, the expected amount of data downloaded in each slot t
(conditioned on the fact An (t) � A

⇤
n and that the UE is not in the

middle its backo� time) is as follows:

E{�(·)} =E{total data to be downloaded in slot t}
E{total number of active UEs in slot t}

=
(A⇤

n + b)/2�
(N (t) � 1) ⇥ MTT

Rb+MTT
+ 1

� , (5)

where N (t) denotes the expected total number of UEs at time t and
we use the fact that eachUE is active for an averageMTT /

⇣
Rb +MTT

⌘
time slots. We assume that N (t) is a constant in the rest of the for-
mulation. This makes sense since the number of active UEs varies
signi�cantly in a longer timescale, not in a shorter timescale, as
measured in [16]. Let E{CTn } denote the expected completion time
of UE n, which can be approximated as follows:

E{CTn } =
�n

E{�(·)}P{An (t) � A
⇤
n }P{UE n is downloading}

=
�n

A⇤
n+b

2
�
(N (t )�1)· MTT

Rb+MTT
+1
� ⇥ 1

b�A⇤
n

b�a
⇥ 1

MTT
Rb+MTT

.
(6)

From the deadline requirement for data delivery, we should guaran-
tee that E{CTn }  DDLn , 8n. Rearranging the above relationship,
we get the constraints:

MTT

Rb +MTT

� 1
DDLn (b2�A⇤2

n )
2�n (b�a) � N (t) + 1

, (7)

DDLn (b2 �A
⇤2
n )

2�n (b � a) > N (t) � 1. (8)

We �nally remark that since N (t) is a constant the throughput
achieved by the active UE (i.e., Eq. (5)) is a constant, as well. Thus,
our original problem (1–3) is equivalent to solving the following:

max
A⇤
n,Rb

A
⇤
n + b

2
�
(N (t) � 1) · MTT

Rb+MTT
+ 1

� , (9)

s.t. (7), (8), 8t = 1, · · · ,T ,8n.
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Figure 3: The single UE cell throughput in a 20MHz channel.
Measured with a Motorola G5 Plus, Samsung Galaxy S5, and
Samsung Galaxy Note4.

3.3 Calculation of A⇤
n and Rb

Combining Eq. (6) with Eqs. (9) and (7), we know that for each UE
n, the optimal Rb and A⇤

n should satisfy E{CTn } = DDLn . Hence,
we replace the term MTT

Rb+MTT
in (9) by

�DDLn (b2�A⇤2
n )

2�n (b�a) �N (t)+1
��1

and solve for A⇤
n by maximizing (9) with the single variable A⇤

n . If
�n

DDLn is the same for all n, then A
⇤
n will be the same for all UEs.

Given the optimal A⇤
n , the mean random backo� time Rb can be

directly derived from MTT
Rb+MTT

=
�DDLn (b2�A⇤2

n )
2�n (b�a) � N (t) + 1

��1.
Thus, we obtain the following:

Rb = max
⇢
MTT ⇥

✓
DDLn (b2 �A

⇤2
n )

2�n (b � a) � N (t)
◆
, 0
�
.

Each parameter in this equation is known to the UE, except for
N (t). In §5.4, we show that the UE can estimate N (t) accurately
enough to achieve good performance in practice.

3.4 Estimation of An(t)
We estimate the amount of data that can be downloaded, An (t),
with two parameters: (i) the transport block size per RB based on
the received signal strength sn (t) and (ii) the number of available
RBs lunused(t) from the relation lunused(t) = ltotal(t) � lused(t). In
§4, we modify our estimate of lunused(t) to account for inter-cell
interference.

Once an LTE UE measures its wireless channel, it obtains the
RSSI (Receive Strength Signal Indicator), RSRP (Reference Signal
Received Power), and SINR (Signal to Interference and Noise Ra-
tio) [1]. The RSSI is the linear average of the total received power
observed over the total number of resource blocks in a channel,
by the UE from all sources, including co-channel serving and non-
serving cells, adjacent channel interference, thermal noise etc. The
RSRP is the average power of the resource elements that carry
cell-speci�c reference signals. The SINR is de�ned as the power
of a certain signal of interest divided by the sum of the power of
interference and noise, which is a measure of channel quality. In
LTE, the channel quality indicator (CQI) of a UE is determined by
the SINR of the UE and is reported to the serving eNodeB. Then,
the eNodeB decides a modulation and coding scheme (MCS) and
transport block size (TBS) of the UE based on the CQI reported [2].

From Eq. (4), sn (t) represents the bitrate per RB at time slot t for
UE n. Since sn (t) can be directly derived from the index of TBS, we
assume that sn (t) can be represented as a simple linear function of
SINRn (t). To verify this, we measured a single UE cell throughput
with a range of SINR values in our LTE testbed. Because a link
adaptation algorithm is implementation-speci�c, three di�erent

is equivalent to maximizing the average throughput over all time
slots in which UE is active.

We can now parameterize our strategy for deciding xn (t), i.e.,
whether UE n should transmit or not at each time t . At each time t ,
UE n �rst estimates the total amount of data An (t) it can download
as

An (t) = sn (t)(ltotal(t) � lused(t)). (4)
The UE then compares An (t) with an optimized threshold A

⇤
n

(which is derived in §3.3). If An (t) � A
⇤
n , it randomly picks a back-

o� time Rbn (t), which is drawn from a uniform distribution over
[0, 1, ...,Rbmax] and is i.i.d. for all UEs over time. Let Rb = Rbmax/2
denote the mean random backo� time. For long-term fairness, we
require that each UE is active for at most MTT (Maximum Transfer
Time) consecutive time slots. Otherwise (i.e., An (t) < A

⇤
n ), the UE

does not download data and continues to sense in the next time
slot.

Since the xn (t) are determined by A
⇤
n and Rbmax (equivalently

Rb), we now optimize these parameters. SupposeAn (t) is a random
variable uniformly drawn from the range [a,b] and is i.i.d. over
time. Thus, the expected amount of data downloaded in each slot t
(conditioned on the fact An (t) � A

⇤
n and that the UE is not in the

middle its backo� time) is as follows:

E{�(·)} =E{total data to be downloaded in slot t}
E{total number of active UEs in slot t}

=
(A⇤

n + b)/2�
(N (t) � 1) ⇥ MTT

Rb+MTT
+ 1

� , (5)

where N (t) denotes the expected total number of UEs at time t and
we use the fact that eachUE is active for an averageMTT /

⇣
Rb +MTT

⌘
time slots. We assume that N (t) is a constant in the rest of the for-
mulation. This makes sense since the number of active UEs varies
signi�cantly in a longer timescale, not in a shorter timescale, as
measured in [16]. Let E{CTn } denote the expected completion time
of UE n, which can be approximated as follows:

E{CTn } =
�n

E{�(·)}P{An (t) � A
⇤
n }P{UE n is downloading}

=
�n

A⇤
n+b

2
�
(N (t )�1)· MTT

Rb+MTT
+1
� ⇥ 1

b�A⇤
n

b�a
⇥ 1

MTT
Rb+MTT

.
(6)

From the deadline requirement for data delivery, we should guaran-
tee that E{CTn }  DDLn , 8n. Rearranging the above relationship,
we get the constraints:

MTT

Rb +MTT

� 1
DDLn (b2�A⇤2

n )
2�n (b�a) � N (t) + 1

, (7)

DDLn (b2 �A
⇤2
n )

2�n (b � a) > N (t) � 1. (8)

We �nally remark that since N (t) is a constant the throughput
achieved by the active UE (i.e., Eq. (5)) is a constant, as well. Thus,
our original problem (1–3) is equivalent to solving the following:

max
A⇤
n,Rb

A
⇤
n + b

2
�
(N (t) � 1) · MTT

Rb+MTT
+ 1

� , (9)

s.t. (7), (8), 8t = 1, · · · ,T ,8n.
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Figure 3: The single UE cell throughput in a 20MHz channel.
Measured with a Motorola G5 Plus, Samsung Galaxy S5, and
Samsung Galaxy Note4.

3.3 Calculation of A⇤
n and Rb

Combining Eq. (6) with Eqs. (9) and (7), we know that for each UE
n, the optimal Rb and A⇤

n should satisfy E{CTn } = DDLn . Hence,
we replace the term MTT

Rb+MTT
in (9) by

�DDLn (b2�A⇤2
n )

2�n (b�a) �N (t)+1
��1

and solve for A⇤
n by maximizing (9) with the single variable A⇤

n . If
�n

DDLn is the same for all n, then A
⇤
n will be the same for all UEs.

Given the optimal A⇤
n , the mean random backo� time Rb can be

directly derived from MTT
Rb+MTT

=
�DDLn (b2�A⇤2

n )
2�n (b�a) � N (t) + 1

��1.
Thus, we obtain the following:

Rb = max
⇢
MTT ⇥

✓
DDLn (b2 �A

⇤2
n )

2�n (b � a) � N (t)
◆
, 0
�
.

Each parameter in this equation is known to the UE, except for
N (t). In §5.4, we show that the UE can estimate N (t) accurately
enough to achieve good performance in practice.

3.4 Estimation of An(t)
We estimate the amount of data that can be downloaded, An (t),
with two parameters: (i) the transport block size per RB based on
the received signal strength sn (t) and (ii) the number of available
RBs lunused(t) from the relation lunused(t) = ltotal(t) � lused(t). In
§4, we modify our estimate of lunused(t) to account for inter-cell
interference.

Once an LTE UE measures its wireless channel, it obtains the
RSSI (Receive Strength Signal Indicator), RSRP (Reference Signal
Received Power), and SINR (Signal to Interference and Noise Ra-
tio) [1]. The RSSI is the linear average of the total received power
observed over the total number of resource blocks in a channel,
by the UE from all sources, including co-channel serving and non-
serving cells, adjacent channel interference, thermal noise etc. The
RSRP is the average power of the resource elements that carry
cell-speci�c reference signals. The SINR is de�ned as the power
of a certain signal of interest divided by the sum of the power of
interference and noise, which is a measure of channel quality. In
LTE, the channel quality indicator (CQI) of a UE is determined by
the SINR of the UE and is reported to the serving eNodeB. Then,
the eNodeB decides a modulation and coding scheme (MCS) and
transport block size (TBS) of the UE based on the CQI reported [2].

From Eq. (4), sn (t) represents the bitrate per RB at time slot t for
UE n. Since sn (t) can be directly derived from the index of TBS, we
assume that sn (t) can be represented as a simple linear function of
SINRn (t). To verify this, we measured a single UE cell throughput
with a range of SINR values in our LTE testbed. Because a link
adaptation algorithm is implementation-speci�c, three di�erent

is equivalent to maximizing the average throughput over all time
slots in which UE is active.

We can now parameterize our strategy for deciding xn (t), i.e.,
whether UE n should transmit or not at each time t . At each time t ,
UE n �rst estimates the total amount of data An (t) it can download
as

An (t) = sn (t)(ltotal(t) � lused(t)). (4)
The UE then compares An (t) with an optimized threshold A

⇤
n

(which is derived in §3.3). If An (t) � A
⇤
n , it randomly picks a back-

o� time Rbn (t), which is drawn from a uniform distribution over
[0, 1, ...,Rbmax] and is i.i.d. for all UEs over time. Let Rb = Rbmax/2
denote the mean random backo� time. For long-term fairness, we
require that each UE is active for at most MTT (Maximum Transfer
Time) consecutive time slots. Otherwise (i.e., An (t) < A

⇤
n ), the UE

does not download data and continues to sense in the next time
slot.

Since the xn (t) are determined by A
⇤
n and Rbmax (equivalently

Rb), we now optimize these parameters. SupposeAn (t) is a random
variable uniformly drawn from the range [a,b] and is i.i.d. over
time. Thus, the expected amount of data downloaded in each slot t
(conditioned on the fact An (t) � A

⇤
n and that the UE is not in the

middle its backo� time) is as follows:

E{�(·)} =E{total data to be downloaded in slot t}
E{total number of active UEs in slot t}

=
(A⇤

n + b)/2�
(N (t) � 1) ⇥ MTT

Rb+MTT
+ 1

� , (5)

where N (t) denotes the expected total number of UEs at time t and
we use the fact that eachUE is active for an averageMTT /

⇣
Rb +MTT

⌘
time slots. We assume that N (t) is a constant in the rest of the for-
mulation. This makes sense since the number of active UEs varies
signi�cantly in a longer timescale, not in a shorter timescale, as
measured in [16]. Let E{CTn } denote the expected completion time
of UE n, which can be approximated as follows:

E{CTn } =
�n

E{�(·)}P{An (t) � A
⇤
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=
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A⇤
n+b

2
�
(N (t )�1)· MTT
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From the deadline requirement for data delivery, we should guaran-
tee that E{CTn }  DDLn , 8n. Rearranging the above relationship,
we get the constraints:
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� 1
DDLn (b2�A⇤2
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2�n (b�a) � N (t) + 1

, (7)

DDLn (b2 �A
⇤2
n )
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We �nally remark that since N (t) is a constant the throughput
achieved by the active UE (i.e., Eq. (5)) is a constant, as well. Thus,
our original problem (1–3) is equivalent to solving the following:

max
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n,Rb
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Figure 3: The single UE cell throughput in a 20MHz channel.
Measured with a Motorola G5 Plus, Samsung Galaxy S5, and
Samsung Galaxy Note4.

3.3 Calculation of A⇤
n and Rb

Combining Eq. (6) with Eqs. (9) and (7), we know that for each UE
n, the optimal Rb and A⇤

n should satisfy E{CTn } = DDLn . Hence,
we replace the term MTT

Rb+MTT
in (9) by

�DDLn (b2�A⇤2
n )

2�n (b�a) �N (t)+1
��1

and solve for A⇤
n by maximizing (9) with the single variable A⇤

n . If
�n

DDLn is the same for all n, then A
⇤
n will be the same for all UEs.

Given the optimal A⇤
n , the mean random backo� time Rb can be

directly derived from MTT
Rb+MTT

=
�DDLn (b2�A⇤2

n )
2�n (b�a) � N (t) + 1

��1.
Thus, we obtain the following:

Rb = max
⇢
MTT ⇥

✓
DDLn (b2 �A

⇤2
n )

2�n (b � a) � N (t)
◆
, 0
�
.

Each parameter in this equation is known to the UE, except for
N (t). In §5.4, we show that the UE can estimate N (t) accurately
enough to achieve good performance in practice.

3.4 Estimation of An(t)
We estimate the amount of data that can be downloaded, An (t),
with two parameters: (i) the transport block size per RB based on
the received signal strength sn (t) and (ii) the number of available
RBs lunused(t) from the relation lunused(t) = ltotal(t) � lused(t). In
§4, we modify our estimate of lunused(t) to account for inter-cell
interference.

Once an LTE UE measures its wireless channel, it obtains the
RSSI (Receive Strength Signal Indicator), RSRP (Reference Signal
Received Power), and SINR (Signal to Interference and Noise Ra-
tio) [1]. The RSSI is the linear average of the total received power
observed over the total number of resource blocks in a channel,
by the UE from all sources, including co-channel serving and non-
serving cells, adjacent channel interference, thermal noise etc. The
RSRP is the average power of the resource elements that carry
cell-speci�c reference signals. The SINR is de�ned as the power
of a certain signal of interest divided by the sum of the power of
interference and noise, which is a measure of channel quality. In
LTE, the channel quality indicator (CQI) of a UE is determined by
the SINR of the UE and is reported to the serving eNodeB. Then,
the eNodeB decides a modulation and coding scheme (MCS) and
transport block size (TBS) of the UE based on the CQI reported [2].

From Eq. (4), sn (t) represents the bitrate per RB at time slot t for
UE n. Since sn (t) can be directly derived from the index of TBS, we
assume that sn (t) can be represented as a simple linear function of
SINRn (t). To verify this, we measured a single UE cell throughput
with a range of SINR values in our LTE testbed. Because a link
adaptation algorithm is implementation-speci�c, three di�erent



Problem Definition (3/3)
Expected completion time of UE n: 
E{CTn}

• An(t): achievable throughput
• a: minimum cell throughput
• Φ: num bytes to be transferred

Subject to
• E{CT} ≤  DDL :

is equivalent to maximizing the average throughput over all time
slots in which UE is active.

We can now parameterize our strategy for deciding xn (t), i.e.,
whether UE n should transmit or not at each time t . At each time t ,
UE n �rst estimates the total amount of data An (t) it can download
as

An (t) = sn (t)(ltotal(t) � lused(t)). (4)
The UE then compares An (t) with an optimized threshold A

⇤
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(which is derived in §3.3). If An (t) � A
⇤
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o� time Rbn (t), which is drawn from a uniform distribution over
[0, 1, ...,Rbmax] and is i.i.d. for all UEs over time. Let Rb = Rbmax/2
denote the mean random backo� time. For long-term fairness, we
require that each UE is active for at most MTT (Maximum Transfer
Time) consecutive time slots. Otherwise (i.e., An (t) < A

⇤
n ), the UE

does not download data and continues to sense in the next time
slot.

Since the xn (t) are determined by A
⇤
n and Rbmax (equivalently

Rb), we now optimize these parameters. SupposeAn (t) is a random
variable uniformly drawn from the range [a,b] and is i.i.d. over
time. Thus, the expected amount of data downloaded in each slot t
(conditioned on the fact An (t) � A

⇤
n and that the UE is not in the

middle its backo� time) is as follows:

E{�(·)} =E{total data to be downloaded in slot t}
E{total number of active UEs in slot t}
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where N (t) denotes the expected total number of UEs at time t and
we use the fact that eachUE is active for an averageMTT /

⇣
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⌘
time slots. We assume that N (t) is a constant in the rest of the for-
mulation. This makes sense since the number of active UEs varies
signi�cantly in a longer timescale, not in a shorter timescale, as
measured in [16]. Let E{CTn } denote the expected completion time
of UE n, which can be approximated as follows:

E{CTn } =
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From the deadline requirement for data delivery, we should guaran-
tee that E{CTn }  DDLn , 8n. Rearranging the above relationship,
we get the constraints:
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We �nally remark that since N (t) is a constant the throughput
achieved by the active UE (i.e., Eq. (5)) is a constant, as well. Thus,
our original problem (1–3) is equivalent to solving the following:
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Figure 3: The single UE cell throughput in a 20MHz channel.
Measured with a Motorola G5 Plus, Samsung Galaxy S5, and
Samsung Galaxy Note4.

3.3 Calculation of A⇤
n and Rb

Combining Eq. (6) with Eqs. (9) and (7), we know that for each UE
n, the optimal Rb and A⇤

n should satisfy E{CTn } = DDLn . Hence,
we replace the term MTT
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and solve for A⇤
n by maximizing (9) with the single variable A⇤
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DDLn is the same for all n, then A
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Each parameter in this equation is known to the UE, except for
N (t). In §5.4, we show that the UE can estimate N (t) accurately
enough to achieve good performance in practice.

3.4 Estimation of An(t)
We estimate the amount of data that can be downloaded, An (t),
with two parameters: (i) the transport block size per RB based on
the received signal strength sn (t) and (ii) the number of available
RBs lunused(t) from the relation lunused(t) = ltotal(t) � lused(t). In
§4, we modify our estimate of lunused(t) to account for inter-cell
interference.

Once an LTE UE measures its wireless channel, it obtains the
RSSI (Receive Strength Signal Indicator), RSRP (Reference Signal
Received Power), and SINR (Signal to Interference and Noise Ra-
tio) [1]. The RSSI is the linear average of the total received power
observed over the total number of resource blocks in a channel,
by the UE from all sources, including co-channel serving and non-
serving cells, adjacent channel interference, thermal noise etc. The
RSRP is the average power of the resource elements that carry
cell-speci�c reference signals. The SINR is de�ned as the power
of a certain signal of interest divided by the sum of the power of
interference and noise, which is a measure of channel quality. In
LTE, the channel quality indicator (CQI) of a UE is determined by
the SINR of the UE and is reported to the serving eNodeB. Then,
the eNodeB decides a modulation and coding scheme (MCS) and
transport block size (TBS) of the UE based on the CQI reported [2].

From Eq. (4), sn (t) represents the bitrate per RB at time slot t for
UE n. Since sn (t) can be directly derived from the index of TBS, we
assume that sn (t) can be represented as a simple linear function of
SINRn (t). To verify this, we measured a single UE cell throughput
with a range of SINR values in our LTE testbed. Because a link
adaptation algorithm is implementation-speci�c, three di�erent
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whether UE n should transmit or not at each time t . At each time t ,
UE n �rst estimates the total amount of data An (t) it can download
as
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require that each UE is active for at most MTT (Maximum Transfer
Time) consecutive time slots. Otherwise (i.e., An (t) < A
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n ), the UE

does not download data and continues to sense in the next time
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Since the xn (t) are determined by A
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Rb), we now optimize these parameters. SupposeAn (t) is a random
variable uniformly drawn from the range [a,b] and is i.i.d. over
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time slots. We assume that N (t) is a constant in the rest of the for-
mulation. This makes sense since the number of active UEs varies
signi�cantly in a longer timescale, not in a shorter timescale, as
measured in [16]. Let E{CTn } denote the expected completion time
of UE n, which can be approximated as follows:
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From the deadline requirement for data delivery, we should guaran-
tee that E{CTn }  DDLn , 8n. Rearranging the above relationship,
we get the constraints:
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achieved by the active UE (i.e., Eq. (5)) is a constant, as well. Thus,
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Figure 3: The single UE cell throughput in a 20MHz channel.
Measured with a Motorola G5 Plus, Samsung Galaxy S5, and
Samsung Galaxy Note4.

3.3 Calculation of A⇤
n and Rb

Combining Eq. (6) with Eqs. (9) and (7), we know that for each UE
n, the optimal Rb and A⇤

n should satisfy E{CTn } = DDLn . Hence,
we replace the term MTT

Rb+MTT
in (9) by

�DDLn (b2�A⇤2
n )

2�n (b�a) �N (t)+1
��1

and solve for A⇤
n by maximizing (9) with the single variable A⇤

n . If
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DDLn is the same for all n, then A
⇤
n will be the same for all UEs.

Given the optimal A⇤
n , the mean random backo� time Rb can be

directly derived from MTT
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Each parameter in this equation is known to the UE, except for
N (t). In §5.4, we show that the UE can estimate N (t) accurately
enough to achieve good performance in practice.

3.4 Estimation of An(t)
We estimate the amount of data that can be downloaded, An (t),
with two parameters: (i) the transport block size per RB based on
the received signal strength sn (t) and (ii) the number of available
RBs lunused(t) from the relation lunused(t) = ltotal(t) � lused(t). In
§4, we modify our estimate of lunused(t) to account for inter-cell
interference.

Once an LTE UE measures its wireless channel, it obtains the
RSSI (Receive Strength Signal Indicator), RSRP (Reference Signal
Received Power), and SINR (Signal to Interference and Noise Ra-
tio) [1]. The RSSI is the linear average of the total received power
observed over the total number of resource blocks in a channel,
by the UE from all sources, including co-channel serving and non-
serving cells, adjacent channel interference, thermal noise etc. The
RSRP is the average power of the resource elements that carry
cell-speci�c reference signals. The SINR is de�ned as the power
of a certain signal of interest divided by the sum of the power of
interference and noise, which is a measure of channel quality. In
LTE, the channel quality indicator (CQI) of a UE is determined by
the SINR of the UE and is reported to the serving eNodeB. Then,
the eNodeB decides a modulation and coding scheme (MCS) and
transport block size (TBS) of the UE based on the CQI reported [2].

From Eq. (4), sn (t) represents the bitrate per RB at time slot t for
UE n. Since sn (t) can be directly derived from the index of TBS, we
assume that sn (t) can be represented as a simple linear function of
SINRn (t). To verify this, we measured a single UE cell throughput
with a range of SINR values in our LTE testbed. Because a link
adaptation algorithm is implementation-speci�c, three di�erent
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Since the xn (t) are determined by A
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variable uniformly drawn from the range [a,b] and is i.i.d. over
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(conditioned on the fact An (t) � A
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n and that the UE is not in the
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where N (t) denotes the expected total number of UEs at time t and
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time slots. We assume that N (t) is a constant in the rest of the for-
mulation. This makes sense since the number of active UEs varies
signi�cantly in a longer timescale, not in a shorter timescale, as
measured in [16]. Let E{CTn } denote the expected completion time
of UE n, which can be approximated as follows:
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Figure 3: The single UE cell throughput in a 20MHz channel.
Measured with a Motorola G5 Plus, Samsung Galaxy S5, and
Samsung Galaxy Note4.

3.3 Calculation of A⇤
n and Rb

Combining Eq. (6) with Eqs. (9) and (7), we know that for each UE
n, the optimal Rb and A⇤
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Each parameter in this equation is known to the UE, except for
N (t). In §5.4, we show that the UE can estimate N (t) accurately
enough to achieve good performance in practice.

3.4 Estimation of An(t)
We estimate the amount of data that can be downloaded, An (t),
with two parameters: (i) the transport block size per RB based on
the received signal strength sn (t) and (ii) the number of available
RBs lunused(t) from the relation lunused(t) = ltotal(t) � lused(t). In
§4, we modify our estimate of lunused(t) to account for inter-cell
interference.

Once an LTE UE measures its wireless channel, it obtains the
RSSI (Receive Strength Signal Indicator), RSRP (Reference Signal
Received Power), and SINR (Signal to Interference and Noise Ra-
tio) [1]. The RSSI is the linear average of the total received power
observed over the total number of resource blocks in a channel,
by the UE from all sources, including co-channel serving and non-
serving cells, adjacent channel interference, thermal noise etc. The
RSRP is the average power of the resource elements that carry
cell-speci�c reference signals. The SINR is de�ned as the power
of a certain signal of interest divided by the sum of the power of
interference and noise, which is a measure of channel quality. In
LTE, the channel quality indicator (CQI) of a UE is determined by
the SINR of the UE and is reported to the serving eNodeB. Then,
the eNodeB decides a modulation and coding scheme (MCS) and
transport block size (TBS) of the UE based on the CQI reported [2].

From Eq. (4), sn (t) represents the bitrate per RB at time slot t for
UE n. Since sn (t) can be directly derived from the index of TBS, we
assume that sn (t) can be represented as a simple linear function of
SINRn (t). To verify this, we measured a single UE cell throughput
with a range of SINR values in our LTE testbed. Because a link
adaptation algorithm is implementation-speci�c, three di�erent

is equivalent to maximizing the average throughput over all time
slots in which UE is active.

We can now parameterize our strategy for deciding xn (t), i.e.,
whether UE n should transmit or not at each time t . At each time t ,
UE n �rst estimates the total amount of data An (t) it can download
as
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time slots. We assume that N (t) is a constant in the rest of the for-
mulation. This makes sense since the number of active UEs varies
signi�cantly in a longer timescale, not in a shorter timescale, as
measured in [16]. Let E{CTn } denote the expected completion time
of UE n, which can be approximated as follows:
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From the deadline requirement for data delivery, we should guaran-
tee that E{CTn }  DDLn , 8n. Rearranging the above relationship,
we get the constraints:
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We �nally remark that since N (t) is a constant the throughput
achieved by the active UE (i.e., Eq. (5)) is a constant, as well. Thus,
our original problem (1–3) is equivalent to solving the following:
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Figure 3: The single UE cell throughput in a 20MHz channel.
Measured with a Motorola G5 Plus, Samsung Galaxy S5, and
Samsung Galaxy Note4.

3.3 Calculation of A⇤
n and Rb

Combining Eq. (6) with Eqs. (9) and (7), we know that for each UE
n, the optimal Rb and A⇤

n should satisfy E{CTn } = DDLn . Hence,
we replace the term MTT

Rb+MTT
in (9) by

�DDLn (b2�A⇤2
n )

2�n (b�a) �N (t)+1
��1

and solve for A⇤
n by maximizing (9) with the single variable A⇤

n . If
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DDLn is the same for all n, then A
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n will be the same for all UEs.

Given the optimal A⇤
n , the mean random backo� time Rb can be

directly derived from MTT
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Thus, we obtain the following:
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Each parameter in this equation is known to the UE, except for
N (t). In §5.4, we show that the UE can estimate N (t) accurately
enough to achieve good performance in practice.

3.4 Estimation of An(t)
We estimate the amount of data that can be downloaded, An (t),
with two parameters: (i) the transport block size per RB based on
the received signal strength sn (t) and (ii) the number of available
RBs lunused(t) from the relation lunused(t) = ltotal(t) � lused(t). In
§4, we modify our estimate of lunused(t) to account for inter-cell
interference.

Once an LTE UE measures its wireless channel, it obtains the
RSSI (Receive Strength Signal Indicator), RSRP (Reference Signal
Received Power), and SINR (Signal to Interference and Noise Ra-
tio) [1]. The RSSI is the linear average of the total received power
observed over the total number of resource blocks in a channel,
by the UE from all sources, including co-channel serving and non-
serving cells, adjacent channel interference, thermal noise etc. The
RSRP is the average power of the resource elements that carry
cell-speci�c reference signals. The SINR is de�ned as the power
of a certain signal of interest divided by the sum of the power of
interference and noise, which is a measure of channel quality. In
LTE, the channel quality indicator (CQI) of a UE is determined by
the SINR of the UE and is reported to the serving eNodeB. Then,
the eNodeB decides a modulation and coding scheme (MCS) and
transport block size (TBS) of the UE based on the CQI reported [2].

From Eq. (4), sn (t) represents the bitrate per RB at time slot t for
UE n. Since sn (t) can be directly derived from the index of TBS, we
assume that sn (t) can be represented as a simple linear function of
SINRn (t). To verify this, we measured a single UE cell throughput
with a range of SINR values in our LTE testbed. Because a link
adaptation algorithm is implementation-speci�c, three di�erent

is equivalent to maximizing the average throughput over all time
slots in which UE is active.

We can now parameterize our strategy for deciding xn (t), i.e.,
whether UE n should transmit or not at each time t . At each time t ,
UE n �rst estimates the total amount of data An (t) it can download
as

An (t) = sn (t)(ltotal(t) � lused(t)). (4)
The UE then compares An (t) with an optimized threshold A

⇤
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(which is derived in §3.3). If An (t) � A
⇤
n , it randomly picks a back-

o� time Rbn (t), which is drawn from a uniform distribution over
[0, 1, ...,Rbmax] and is i.i.d. for all UEs over time. Let Rb = Rbmax/2
denote the mean random backo� time. For long-term fairness, we
require that each UE is active for at most MTT (Maximum Transfer
Time) consecutive time slots. Otherwise (i.e., An (t) < A

⇤
n ), the UE

does not download data and continues to sense in the next time
slot.

Since the xn (t) are determined by A
⇤
n and Rbmax (equivalently

Rb), we now optimize these parameters. SupposeAn (t) is a random
variable uniformly drawn from the range [a,b] and is i.i.d. over
time. Thus, the expected amount of data downloaded in each slot t
(conditioned on the fact An (t) � A

⇤
n and that the UE is not in the

middle its backo� time) is as follows:
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time slots. We assume that N (t) is a constant in the rest of the for-
mulation. This makes sense since the number of active UEs varies
signi�cantly in a longer timescale, not in a shorter timescale, as
measured in [16]. Let E{CTn } denote the expected completion time
of UE n, which can be approximated as follows:

E{CTn } =
�n

E{�(·)}P{An (t) � A
⇤
n }P{UE n is downloading}

=
�n

A⇤
n+b

2
�
(N (t )�1)· MTT

Rb+MTT
+1
� ⇥ 1

b�A⇤
n

b�a
⇥ 1

MTT
Rb+MTT

.
(6)

From the deadline requirement for data delivery, we should guaran-
tee that E{CTn }  DDLn , 8n. Rearranging the above relationship,
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Figure 3: The single UE cell throughput in a 20MHz channel.
Measured with a Motorola G5 Plus, Samsung Galaxy S5, and
Samsung Galaxy Note4.

3.3 Calculation of A⇤
n and Rb

Combining Eq. (6) with Eqs. (9) and (7), we know that for each UE
n, the optimal Rb and A⇤

n should satisfy E{CTn } = DDLn . Hence,
we replace the term MTT
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and solve for A⇤
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Each parameter in this equation is known to the UE, except for
N (t). In §5.4, we show that the UE can estimate N (t) accurately
enough to achieve good performance in practice.

3.4 Estimation of An(t)
We estimate the amount of data that can be downloaded, An (t),
with two parameters: (i) the transport block size per RB based on
the received signal strength sn (t) and (ii) the number of available
RBs lunused(t) from the relation lunused(t) = ltotal(t) � lused(t). In
§4, we modify our estimate of lunused(t) to account for inter-cell
interference.

Once an LTE UE measures its wireless channel, it obtains the
RSSI (Receive Strength Signal Indicator), RSRP (Reference Signal
Received Power), and SINR (Signal to Interference and Noise Ra-
tio) [1]. The RSSI is the linear average of the total received power
observed over the total number of resource blocks in a channel,
by the UE from all sources, including co-channel serving and non-
serving cells, adjacent channel interference, thermal noise etc. The
RSRP is the average power of the resource elements that carry
cell-speci�c reference signals. The SINR is de�ned as the power
of a certain signal of interest divided by the sum of the power of
interference and noise, which is a measure of channel quality. In
LTE, the channel quality indicator (CQI) of a UE is determined by
the SINR of the UE and is reported to the serving eNodeB. Then,
the eNodeB decides a modulation and coding scheme (MCS) and
transport block size (TBS) of the UE based on the CQI reported [2].

From Eq. (4), sn (t) represents the bitrate per RB at time slot t for
UE n. Since sn (t) can be directly derived from the index of TBS, we
assume that sn (t) can be represented as a simple linear function of
SINRn (t). To verify this, we measured a single UE cell throughput
with a range of SINR values in our LTE testbed. Because a link
adaptation algorithm is implementation-speci�c, three di�erent

is equivalent to maximizing the average throughput over all time
slots in which UE is active.

We can now parameterize our strategy for deciding xn (t), i.e.,
whether UE n should transmit or not at each time t . At each time t ,
UE n �rst estimates the total amount of data An (t) it can download
as

An (t) = sn (t)(ltotal(t) � lused(t)). (4)
The UE then compares An (t) with an optimized threshold A
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(which is derived in §3.3). If An (t) � A
⇤
n , it randomly picks a back-

o� time Rbn (t), which is drawn from a uniform distribution over
[0, 1, ...,Rbmax] and is i.i.d. for all UEs over time. Let Rb = Rbmax/2
denote the mean random backo� time. For long-term fairness, we
require that each UE is active for at most MTT (Maximum Transfer
Time) consecutive time slots. Otherwise (i.e., An (t) < A

⇤
n ), the UE

does not download data and continues to sense in the next time
slot.

Since the xn (t) are determined by A
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n and Rbmax (equivalently

Rb), we now optimize these parameters. SupposeAn (t) is a random
variable uniformly drawn from the range [a,b] and is i.i.d. over
time. Thus, the expected amount of data downloaded in each slot t
(conditioned on the fact An (t) � A
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n and that the UE is not in the

middle its backo� time) is as follows:
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where N (t) denotes the expected total number of UEs at time t and
we use the fact that eachUE is active for an averageMTT /
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time slots. We assume that N (t) is a constant in the rest of the for-
mulation. This makes sense since the number of active UEs varies
signi�cantly in a longer timescale, not in a shorter timescale, as
measured in [16]. Let E{CTn } denote the expected completion time
of UE n, which can be approximated as follows:

E{CTn } =
�n

E{�(·)}P{An (t) � A
⇤
n }P{UE n is downloading}

=
�n

A⇤
n+b

2
�
(N (t )�1)· MTT

Rb+MTT
+1
� ⇥ 1

b�A⇤
n

b�a
⇥ 1

MTT
Rb+MTT

.
(6)

From the deadline requirement for data delivery, we should guaran-
tee that E{CTn }  DDLn , 8n. Rearranging the above relationship,
we get the constraints:

MTT

Rb +MTT

� 1
DDLn (b2�A⇤2

n )
2�n (b�a) � N (t) + 1

, (7)

DDLn (b2 �A
⇤2
n )

2�n (b � a) > N (t) � 1. (8)

We �nally remark that since N (t) is a constant the throughput
achieved by the active UE (i.e., Eq. (5)) is a constant, as well. Thus,
our original problem (1–3) is equivalent to solving the following:

max
A⇤
n,Rb

A
⇤
n + b

2
�
(N (t) � 1) · MTT

Rb+MTT
+ 1

� , (9)

s.t. (7), (8), 8t = 1, · · · ,T ,8n.

 0

 20

 40

 60

 80

 100

 120

 140

 0  5  10  15  20  25  30

T
h
ro

u
g
h
p
u
t 
(M

b
p
s)

SINR (dB)

Avg

Figure 3: The single UE cell throughput in a 20MHz channel.
Measured with a Motorola G5 Plus, Samsung Galaxy S5, and
Samsung Galaxy Note4.

3.3 Calculation of A⇤
n and Rb

Combining Eq. (6) with Eqs. (9) and (7), we know that for each UE
n, the optimal Rb and A⇤

n should satisfy E{CTn } = DDLn . Hence,
we replace the term MTT

Rb+MTT
in (9) by
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and solve for A⇤
n by maximizing (9) with the single variable A⇤
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DDLn is the same for all n, then A
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Each parameter in this equation is known to the UE, except for
N (t). In §5.4, we show that the UE can estimate N (t) accurately
enough to achieve good performance in practice.

3.4 Estimation of An(t)
We estimate the amount of data that can be downloaded, An (t),
with two parameters: (i) the transport block size per RB based on
the received signal strength sn (t) and (ii) the number of available
RBs lunused(t) from the relation lunused(t) = ltotal(t) � lused(t). In
§4, we modify our estimate of lunused(t) to account for inter-cell
interference.

Once an LTE UE measures its wireless channel, it obtains the
RSSI (Receive Strength Signal Indicator), RSRP (Reference Signal
Received Power), and SINR (Signal to Interference and Noise Ra-
tio) [1]. The RSSI is the linear average of the total received power
observed over the total number of resource blocks in a channel,
by the UE from all sources, including co-channel serving and non-
serving cells, adjacent channel interference, thermal noise etc. The
RSRP is the average power of the resource elements that carry
cell-speci�c reference signals. The SINR is de�ned as the power
of a certain signal of interest divided by the sum of the power of
interference and noise, which is a measure of channel quality. In
LTE, the channel quality indicator (CQI) of a UE is determined by
the SINR of the UE and is reported to the serving eNodeB. Then,
the eNodeB decides a modulation and coding scheme (MCS) and
transport block size (TBS) of the UE based on the CQI reported [2].

From Eq. (4), sn (t) represents the bitrate per RB at time slot t for
UE n. Since sn (t) can be directly derived from the index of TBS, we
assume that sn (t) can be represented as a simple linear function of
SINRn (t). To verify this, we measured a single UE cell throughput
with a range of SINR values in our LTE testbed. Because a link
adaptation algorithm is implementation-speci�c, three di�erent

is equivalent to maximizing the average throughput over all time
slots in which UE is active.

We can now parameterize our strategy for deciding xn (t), i.e.,
whether UE n should transmit or not at each time t . At each time t ,
UE n �rst estimates the total amount of data An (t) it can download
as

An (t) = sn (t)(ltotal(t) � lused(t)). (4)
The UE then compares An (t) with an optimized threshold A
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(which is derived in §3.3). If An (t) � A
⇤
n , it randomly picks a back-

o� time Rbn (t), which is drawn from a uniform distribution over
[0, 1, ...,Rbmax] and is i.i.d. for all UEs over time. Let Rb = Rbmax/2
denote the mean random backo� time. For long-term fairness, we
require that each UE is active for at most MTT (Maximum Transfer
Time) consecutive time slots. Otherwise (i.e., An (t) < A

⇤
n ), the UE

does not download data and continues to sense in the next time
slot.

Since the xn (t) are determined by A
⇤
n and Rbmax (equivalently

Rb), we now optimize these parameters. SupposeAn (t) is a random
variable uniformly drawn from the range [a,b] and is i.i.d. over
time. Thus, the expected amount of data downloaded in each slot t
(conditioned on the fact An (t) � A
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n and that the UE is not in the

middle its backo� time) is as follows:
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time slots. We assume that N (t) is a constant in the rest of the for-
mulation. This makes sense since the number of active UEs varies
signi�cantly in a longer timescale, not in a shorter timescale, as
measured in [16]. Let E{CTn } denote the expected completion time
of UE n, which can be approximated as follows:
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Figure 3: The single UE cell throughput in a 20MHz channel.
Measured with a Motorola G5 Plus, Samsung Galaxy S5, and
Samsung Galaxy Note4.

3.3 Calculation of A⇤
n and Rb

Combining Eq. (6) with Eqs. (9) and (7), we know that for each UE
n, the optimal Rb and A⇤

n should satisfy E{CTn } = DDLn . Hence,
we replace the term MTT

Rb+MTT
in (9) by
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and solve for A⇤
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Rb+MTT

=
�DDLn (b2�A⇤2

n )
2�n (b�a) � N (t) + 1

��1.
Thus, we obtain the following:

Rb = max
⇢
MTT ⇥

✓
DDLn (b2 �A

⇤2
n )

2�n (b � a) � N (t)
◆
, 0
�
.

Each parameter in this equation is known to the UE, except for
N (t). In §5.4, we show that the UE can estimate N (t) accurately
enough to achieve good performance in practice.

3.4 Estimation of An(t)
We estimate the amount of data that can be downloaded, An (t),
with two parameters: (i) the transport block size per RB based on
the received signal strength sn (t) and (ii) the number of available
RBs lunused(t) from the relation lunused(t) = ltotal(t) � lused(t). In
§4, we modify our estimate of lunused(t) to account for inter-cell
interference.

Once an LTE UE measures its wireless channel, it obtains the
RSSI (Receive Strength Signal Indicator), RSRP (Reference Signal
Received Power), and SINR (Signal to Interference and Noise Ra-
tio) [1]. The RSSI is the linear average of the total received power
observed over the total number of resource blocks in a channel,
by the UE from all sources, including co-channel serving and non-
serving cells, adjacent channel interference, thermal noise etc. The
RSRP is the average power of the resource elements that carry
cell-speci�c reference signals. The SINR is de�ned as the power
of a certain signal of interest divided by the sum of the power of
interference and noise, which is a measure of channel quality. In
LTE, the channel quality indicator (CQI) of a UE is determined by
the SINR of the UE and is reported to the serving eNodeB. Then,
the eNodeB decides a modulation and coding scheme (MCS) and
transport block size (TBS) of the UE based on the CQI reported [2].

From Eq. (4), sn (t) represents the bitrate per RB at time slot t for
UE n. Since sn (t) can be directly derived from the index of TBS, we
assume that sn (t) can be represented as a simple linear function of
SINRn (t). To verify this, we measured a single UE cell throughput
with a range of SINR values in our LTE testbed. Because a link
adaptation algorithm is implementation-speci�c, three di�erent

One problem left:
How does each UE know the total number of contending users, N(t)?



Strategy
• The optimal expected throughput threshold for a UE to start its transfer is derived by our 

analytical model: A*
• The optimal random backoff duration of a UE is also derived by the model: 

• For	each	UE,	at	each	time	t:
1. The	UE	first	senses	the	total	amount	of	data	can	be	download	for	all	users,	which	is	
denoted	by	A(t).

2. Compare	it	to	the	pre-determined	optimal	threshold,	A*.
3. If	it	is	higher	than	the	threshold	(A(t) ≥	A*),	start	a	random	backoff procedure	with	the	
optimal	duration,						.

4. After	the	random	backoff,	start	its	transfer	if	the	total	amount	of	data	can	be	downloaded	is	
still	higher	than	the	threshold	(A(t) ≥	A*).

is equivalent to maximizing the average throughput over all time
slots in which UE is active.

We can now parameterize our strategy for deciding xn (t), i.e.,
whether UE n should transmit or not at each time t . At each time t ,
UE n �rst estimates the total amount of data An (t) it can download
as

An (t) = sn (t)(ltotal(t) � lused(t)). (4)
The UE then compares An (t) with an optimized threshold A

⇤
n

(which is derived in §3.3). If An (t) � A
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n , it randomly picks a back-

o� time Rbn (t), which is drawn from a uniform distribution over
[0, 1, ...,Rbmax] and is i.i.d. for all UEs over time. Let Rb = Rbmax/2
denote the mean random backo� time. For long-term fairness, we
require that each UE is active for at most MTT (Maximum Transfer
Time) consecutive time slots. Otherwise (i.e., An (t) < A

⇤
n ), the UE

does not download data and continues to sense in the next time
slot.

Since the xn (t) are determined by A
⇤
n and Rbmax (equivalently

Rb), we now optimize these parameters. SupposeAn (t) is a random
variable uniformly drawn from the range [a,b] and is i.i.d. over
time. Thus, the expected amount of data downloaded in each slot t
(conditioned on the fact An (t) � A

⇤
n and that the UE is not in the

middle its backo� time) is as follows:

E{�(·)} =E{total data to be downloaded in slot t}
E{total number of active UEs in slot t}

=
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(N (t) � 1) ⇥ MTT
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� , (5)

where N (t) denotes the expected total number of UEs at time t and
we use the fact that eachUE is active for an averageMTT /

⇣
Rb +MTT

⌘
time slots. We assume that N (t) is a constant in the rest of the for-
mulation. This makes sense since the number of active UEs varies
signi�cantly in a longer timescale, not in a shorter timescale, as
measured in [16]. Let E{CTn } denote the expected completion time
of UE n, which can be approximated as follows:

E{CTn } =
�n

E{�(·)}P{An (t) � A
⇤
n }P{UE n is downloading}

=
�n

A⇤
n+b

2
�
(N (t )�1)· MTT

Rb+MTT
+1
� ⇥ 1

b�A⇤
n

b�a
⇥ 1

MTT
Rb+MTT

.
(6)

From the deadline requirement for data delivery, we should guaran-
tee that E{CTn }  DDLn , 8n. Rearranging the above relationship,
we get the constraints:

MTT

Rb +MTT

� 1
DDLn (b2�A⇤2

n )
2�n (b�a) � N (t) + 1

, (7)

DDLn (b2 �A
⇤2
n )

2�n (b � a) > N (t) � 1. (8)

We �nally remark that since N (t) is a constant the throughput
achieved by the active UE (i.e., Eq. (5)) is a constant, as well. Thus,
our original problem (1–3) is equivalent to solving the following:

max
A⇤
n,Rb

A
⇤
n + b

2
�
(N (t) � 1) · MTT

Rb+MTT
+ 1

� , (9)

s.t. (7), (8), 8t = 1, · · · ,T ,8n.
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Figure 3: The single UE cell throughput in a 20MHz channel.
Measured with a Motorola G5 Plus, Samsung Galaxy S5, and
Samsung Galaxy Note4.

3.3 Calculation of A⇤
n and Rb

Combining Eq. (6) with Eqs. (9) and (7), we know that for each UE
n, the optimal Rb and A⇤

n should satisfy E{CTn } = DDLn . Hence,
we replace the term MTT

Rb+MTT
in (9) by

�DDLn (b2�A⇤2
n )

2�n (b�a) �N (t)+1
��1

and solve for A⇤
n by maximizing (9) with the single variable A⇤

n . If
�n

DDLn is the same for all n, then A
⇤
n will be the same for all UEs.

Given the optimal A⇤
n , the mean random backo� time Rb can be

directly derived from MTT
Rb+MTT

=
�DDLn (b2�A⇤2

n )
2�n (b�a) � N (t) + 1

��1.
Thus, we obtain the following:

Rb = max
⇢
MTT ⇥

✓
DDLn (b2 �A

⇤2
n )

2�n (b � a) � N (t)
◆
, 0
�
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Each parameter in this equation is known to the UE, except for
N (t). In §5.4, we show that the UE can estimate N (t) accurately
enough to achieve good performance in practice.

3.4 Estimation of An(t)
We estimate the amount of data that can be downloaded, An (t),
with two parameters: (i) the transport block size per RB based on
the received signal strength sn (t) and (ii) the number of available
RBs lunused(t) from the relation lunused(t) = ltotal(t) � lused(t). In
§4, we modify our estimate of lunused(t) to account for inter-cell
interference.

Once an LTE UE measures its wireless channel, it obtains the
RSSI (Receive Strength Signal Indicator), RSRP (Reference Signal
Received Power), and SINR (Signal to Interference and Noise Ra-
tio) [1]. The RSSI is the linear average of the total received power
observed over the total number of resource blocks in a channel,
by the UE from all sources, including co-channel serving and non-
serving cells, adjacent channel interference, thermal noise etc. The
RSRP is the average power of the resource elements that carry
cell-speci�c reference signals. The SINR is de�ned as the power
of a certain signal of interest divided by the sum of the power of
interference and noise, which is a measure of channel quality. In
LTE, the channel quality indicator (CQI) of a UE is determined by
the SINR of the UE and is reported to the serving eNodeB. Then,
the eNodeB decides a modulation and coding scheme (MCS) and
transport block size (TBS) of the UE based on the CQI reported [2].

From Eq. (4), sn (t) represents the bitrate per RB at time slot t for
UE n. Since sn (t) can be directly derived from the index of TBS, we
assume that sn (t) can be represented as a simple linear function of
SINRn (t). To verify this, we measured a single UE cell throughput
with a range of SINR values in our LTE testbed. Because a link
adaptation algorithm is implementation-speci�c, three di�erent

is equivalent to maximizing the average throughput over all time
slots in which UE is active.

We can now parameterize our strategy for deciding xn (t), i.e.,
whether UE n should transmit or not at each time t . At each time t ,
UE n �rst estimates the total amount of data An (t) it can download
as

An (t) = sn (t)(ltotal(t) � lused(t)). (4)
The UE then compares An (t) with an optimized threshold A

⇤
n

(which is derived in §3.3). If An (t) � A
⇤
n , it randomly picks a back-

o� time Rbn (t), which is drawn from a uniform distribution over
[0, 1, ...,Rbmax] and is i.i.d. for all UEs over time. Let Rb = Rbmax/2
denote the mean random backo� time. For long-term fairness, we
require that each UE is active for at most MTT (Maximum Transfer
Time) consecutive time slots. Otherwise (i.e., An (t) < A

⇤
n ), the UE

does not download data and continues to sense in the next time
slot.

Since the xn (t) are determined by A
⇤
n and Rbmax (equivalently

Rb), we now optimize these parameters. SupposeAn (t) is a random
variable uniformly drawn from the range [a,b] and is i.i.d. over
time. Thus, the expected amount of data downloaded in each slot t
(conditioned on the fact An (t) � A

⇤
n and that the UE is not in the

middle its backo� time) is as follows:

E{�(·)} =E{total data to be downloaded in slot t}
E{total number of active UEs in slot t}

=
(A⇤
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(N (t) � 1) ⇥ MTT
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� , (5)

where N (t) denotes the expected total number of UEs at time t and
we use the fact that eachUE is active for an averageMTT /

⇣
Rb +MTT

⌘
time slots. We assume that N (t) is a constant in the rest of the for-
mulation. This makes sense since the number of active UEs varies
signi�cantly in a longer timescale, not in a shorter timescale, as
measured in [16]. Let E{CTn } denote the expected completion time
of UE n, which can be approximated as follows:

E{CTn } =
�n

E{�(·)}P{An (t) � A
⇤
n }P{UE n is downloading}

=
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From the deadline requirement for data delivery, we should guaran-
tee that E{CTn }  DDLn , 8n. Rearranging the above relationship,
we get the constraints:
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2�n (b � a) > N (t) � 1. (8)

We �nally remark that since N (t) is a constant the throughput
achieved by the active UE (i.e., Eq. (5)) is a constant, as well. Thus,
our original problem (1–3) is equivalent to solving the following:

max
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Figure 3: The single UE cell throughput in a 20MHz channel.
Measured with a Motorola G5 Plus, Samsung Galaxy S5, and
Samsung Galaxy Note4.

3.3 Calculation of A⇤
n and Rb

Combining Eq. (6) with Eqs. (9) and (7), we know that for each UE
n, the optimal Rb and A⇤

n should satisfy E{CTn } = DDLn . Hence,
we replace the term MTT

Rb+MTT
in (9) by

�DDLn (b2�A⇤2
n )

2�n (b�a) �N (t)+1
��1

and solve for A⇤
n by maximizing (9) with the single variable A⇤

n . If
�n

DDLn is the same for all n, then A
⇤
n will be the same for all UEs.

Given the optimal A⇤
n , the mean random backo� time Rb can be

directly derived from MTT
Rb+MTT

=
�DDLn (b2�A⇤2

n )
2�n (b�a) � N (t) + 1

��1.
Thus, we obtain the following:

Rb = max
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MTT ⇥
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2�n (b � a) � N (t)
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Each parameter in this equation is known to the UE, except for
N (t). In §5.4, we show that the UE can estimate N (t) accurately
enough to achieve good performance in practice.

3.4 Estimation of An(t)
We estimate the amount of data that can be downloaded, An (t),
with two parameters: (i) the transport block size per RB based on
the received signal strength sn (t) and (ii) the number of available
RBs lunused(t) from the relation lunused(t) = ltotal(t) � lused(t). In
§4, we modify our estimate of lunused(t) to account for inter-cell
interference.

Once an LTE UE measures its wireless channel, it obtains the
RSSI (Receive Strength Signal Indicator), RSRP (Reference Signal
Received Power), and SINR (Signal to Interference and Noise Ra-
tio) [1]. The RSSI is the linear average of the total received power
observed over the total number of resource blocks in a channel,
by the UE from all sources, including co-channel serving and non-
serving cells, adjacent channel interference, thermal noise etc. The
RSRP is the average power of the resource elements that carry
cell-speci�c reference signals. The SINR is de�ned as the power
of a certain signal of interest divided by the sum of the power of
interference and noise, which is a measure of channel quality. In
LTE, the channel quality indicator (CQI) of a UE is determined by
the SINR of the UE and is reported to the serving eNodeB. Then,
the eNodeB decides a modulation and coding scheme (MCS) and
transport block size (TBS) of the UE based on the CQI reported [2].

From Eq. (4), sn (t) represents the bitrate per RB at time slot t for
UE n. Since sn (t) can be directly derived from the index of TBS, we
assume that sn (t) can be represented as a simple linear function of
SINRn (t). To verify this, we measured a single UE cell throughput
with a range of SINR values in our LTE testbed. Because a link
adaptation algorithm is implementation-speci�c, three di�erent
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Estimate Achievable Throughput

UE n estimates the max achievable throughput An(t):

• Sn: bitrate per resource as a function of wireless link quality

• (ltotal – lused): available resources. 

is equivalent to maximizing the average throughput over all time
slots in which UE is active.

We can now parameterize our strategy for deciding xn (t), i.e.,
whether UE n should transmit or not at each time t . At each time t ,
UE n �rst estimates the total amount of data An (t) it can download
as

An (t) = sn (t)(ltotal(t) � lused(t)). (4)
The UE then compares An (t) with an optimized threshold A

⇤
n

(which is derived in §3.3). If An (t) � A
⇤
n , it randomly picks a back-

o� time Rbn (t), which is drawn from a uniform distribution over
[0, 1, ...,Rbmax] and is i.i.d. for all UEs over time. Let Rb = Rbmax/2
denote the mean random backo� time. For long-term fairness, we
require that each UE is active for at most MTT (Maximum Transfer
Time) consecutive time slots. Otherwise (i.e., An (t) < A

⇤
n ), the UE

does not download data and continues to sense in the next time
slot.

Since the xn (t) are determined by A
⇤
n and Rbmax (equivalently

Rb), we now optimize these parameters. SupposeAn (t) is a random
variable uniformly drawn from the range [a,b] and is i.i.d. over
time. Thus, the expected amount of data downloaded in each slot t
(conditioned on the fact An (t) � A

⇤
n and that the UE is not in the

middle its backo� time) is as follows:

E{�(·)} =E{total data to be downloaded in slot t}
E{total number of active UEs in slot t}

=
(A⇤
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� , (5)

where N (t) denotes the expected total number of UEs at time t and
we use the fact that eachUE is active for an averageMTT /

⇣
Rb +MTT

⌘
time slots. We assume that N (t) is a constant in the rest of the for-
mulation. This makes sense since the number of active UEs varies
signi�cantly in a longer timescale, not in a shorter timescale, as
measured in [16]. Let E{CTn } denote the expected completion time
of UE n, which can be approximated as follows:

E{CTn } =
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From the deadline requirement for data delivery, we should guaran-
tee that E{CTn }  DDLn , 8n. Rearranging the above relationship,
we get the constraints:
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We �nally remark that since N (t) is a constant the throughput
achieved by the active UE (i.e., Eq. (5)) is a constant, as well. Thus,
our original problem (1–3) is equivalent to solving the following:
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Figure 3: The single UE cell throughput in a 20MHz channel.
Measured with a Motorola G5 Plus, Samsung Galaxy S5, and
Samsung Galaxy Note4.

3.3 Calculation of A⇤
n and Rb

Combining Eq. (6) with Eqs. (9) and (7), we know that for each UE
n, the optimal Rb and A⇤

n should satisfy E{CTn } = DDLn . Hence,
we replace the term MTT

Rb+MTT
in (9) by

�DDLn (b2�A⇤2
n )

2�n (b�a) �N (t)+1
��1

and solve for A⇤
n by maximizing (9) with the single variable A⇤

n . If
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DDLn is the same for all n, then A
⇤
n will be the same for all UEs.

Given the optimal A⇤
n , the mean random backo� time Rb can be

directly derived from MTT
Rb+MTT

=
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n )
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Thus, we obtain the following:

Rb = max
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2�n (b � a) � N (t)
◆
, 0
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.

Each parameter in this equation is known to the UE, except for
N (t). In §5.4, we show that the UE can estimate N (t) accurately
enough to achieve good performance in practice.

3.4 Estimation of An(t)
We estimate the amount of data that can be downloaded, An (t),
with two parameters: (i) the transport block size per RB based on
the received signal strength sn (t) and (ii) the number of available
RBs lunused(t) from the relation lunused(t) = ltotal(t) � lused(t). In
§4, we modify our estimate of lunused(t) to account for inter-cell
interference.

Once an LTE UE measures its wireless channel, it obtains the
RSSI (Receive Strength Signal Indicator), RSRP (Reference Signal
Received Power), and SINR (Signal to Interference and Noise Ra-
tio) [1]. The RSSI is the linear average of the total received power
observed over the total number of resource blocks in a channel,
by the UE from all sources, including co-channel serving and non-
serving cells, adjacent channel interference, thermal noise etc. The
RSRP is the average power of the resource elements that carry
cell-speci�c reference signals. The SINR is de�ned as the power
of a certain signal of interest divided by the sum of the power of
interference and noise, which is a measure of channel quality. In
LTE, the channel quality indicator (CQI) of a UE is determined by
the SINR of the UE and is reported to the serving eNodeB. Then,
the eNodeB decides a modulation and coding scheme (MCS) and
transport block size (TBS) of the UE based on the CQI reported [2].

From Eq. (4), sn (t) represents the bitrate per RB at time slot t for
UE n. Since sn (t) can be directly derived from the index of TBS, we
assume that sn (t) can be represented as a simple linear function of
SINRn (t). To verify this, we measured a single UE cell throughput
with a range of SINR values in our LTE testbed. Because a link
adaptation algorithm is implementation-speci�c, three di�erent

CASTLE’s Cell Load Estimation

Table 1: Values of kj,l for di�erent number of antennas

k with number of antennas j l = idle l = f ull

k1,l 2 12
k2,l 4 20
k4,l 4 36

Ref. 3GPP TS 25.814
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Figure 4: One RB consists of 12 subcarriers (12 ⇥ 15 KHz)
in the frequency domain and one slot (0.5 ms) in the time
domain. Power is allocated only to 2 REs of the reference
signal per antenna in a UE measurement.

models of UEs are tested, and Figure 3 veri�es that the throughput
and SINR are proportional. Therefore, sn (t) can be rewritten as

sn (t) ⇡
�

NRB
⇥ SINRn (t)

SINRmax
, (10)

for some constant �, where NRB is the total number of RBs and
SINRmax is the maximum SINR value5.

We will now estimate the number of available (i.e., not used)
resource blocks at time slot t , lunused(t), in terms of the Reference
Signal Received Quality (RSRQ). Prior work in LTE cell load analysis
revealed that the RSRQ can be used to quantify the LTE channel
resource utilization [6, 28]. In fact, RSRQ is the power ratio between
RSRP and RSSI as follows:

RSRQ = NRB ⇥ RSRP
RSSI

. (11)

Figure 4 depicts the power allocation of a single RB with a 2
antennas con�guration. An LTE eNodeB allocates radio resources
to UEs in the unit of RBs. A resource element (RE) is the smallest
resource unit in the LTE physical layer (the smallest box in Figure 4),
which spans one OFDM symbol in time and one OFDM subcarrier
in frequency. In the LTEMAC layer, the RB is the smallest allocation
resource unit. Typically, each RB contains 7 ⇥ 12 REs as it spans
across 7 time-domain symbols (one slot) and 12 frequency-domain
subcarriers [2]. In the time domain, a one 1ms LTE subframe con-
sists of two slots. An LTE frame has 10 subframes, which is 10ms.
In the frequency-domain, there are 25 RBs for each 5 MHz channel
bandwidth. For a 20 MHz channel, there will be 100 RBs.

When the cell is idle, only the power of reference signals is
measured as shown in Figure 4; RSSI will be 4⇥RSRP from the two
antennas6. Let � and � be the RSRQ values measured by a UE for
5For most LTE UEs, 30 dB is typically assumed.
6The RSSI is measured only in the con�gured OFDM symbol that carries the reference
signal.

an idle cell and a fully loaded cell, respectively. Then we have

� =
NRB · RSRP

kj, idle · RSRP · NRB + I
, (12)

�I=0 = (kj, idle)�1, (13)

where kj,idle is a constant as shown in Table 1 representing the
number of reference signal REs in the duration of UE measurement
for the number of antennas j, and I is the interference power from
other signals. If the interference is ignored, it becomesmuch simpler
so that � will be 1/kj, idle.

On the other hand, there are a total of 16 data REs and 4 REs
of reference signals when the cell is fully loaded. Then � can be
expressed as

� =
NRB · RSRP

kj, full · RSRP · NRB + I
, (14)

�I=0 = (kj, full)�1, (15)

where kj, full is the number of all available REs except for some
REs that are not allowed to be used in the 3GPP standard7. If we
ignore the interference term (I ), Eqs. (13) and (15) are inversely
proportional to the RB usage. Therefore, lunused(t) can be written
as

lunused(t) ⇡ NRB ⇥ RSRQ(t) � �

� � �
. (16)

From Eqs. (4), (10) and (16), we estimate the amount of data that
can be downloaded for user n, which is expressed as

An (t) ⇡ � ⇥ SINRn (t)
SINRmax

⇥ RSRQ(t) � �

� � �
. (17)

To account for interference, we can instead estimate lunused(t)
in Eq. (16) with machine learning methods, as we do in the next
section.

4 IMPLEMENTATION
LTE testbed:We built an end-to-end LTE testbed to evaluate CAS-
TLE, as shown in Figure 5. The testbed consists of UEs, eNodeBs,
EPC (Evolved Packet Core), and application servers. For the eN-
odeBs, we use two commercialized indoor LTE Band3 small cell
products, Juni JL620 [15], which are connected to GPS to correct
frequency o�sets. We placed multiple UEs from various vendors
and models inside a shield box, so that the UEs can communicate
with the eNodeBs via a pair of antennas inside the box. The signal
attenuator installed between the antenna located in the box and
eNodeBs outside provides appropriate signal strengths to the UEs
and further allows us to emulate a variety of RF situations, includ-
ing interference from neighbor cells. For the EPC, we use the open
source software from NextEPC [20]. The application servers gather
cell-speci�c information from both the UEs and eNodeBs.
eNodeBs: In order to obtain the ground truth on the cell load, we
modify the eNodeBs to report the actual cell load to the applica-
tion servers at one second intervals. We also modify the eNodeB’s
scheduling algorithm to adjust a tradeo� between e�ciency and
fairness in the centralized scheduler. For this, we received technical
support from the manufacturer.
7For the sake of simplicity, we assume that the power levels of all data REs are the
same to the RSRP.

is equivalent to maximizing the average throughput over all time
slots in which UE is active.

We can now parameterize our strategy for deciding xn (t), i.e.,
whether UE n should transmit or not at each time t . At each time t ,
UE n �rst estimates the total amount of data An (t) it can download
as

An (t) = sn (t)(ltotal(t) � lused(t)). (4)
The UE then compares An (t) with an optimized threshold A

⇤
n

(which is derived in §3.3). If An (t) � A
⇤
n , it randomly picks a back-

o� time Rbn (t), which is drawn from a uniform distribution over
[0, 1, ...,Rbmax] and is i.i.d. for all UEs over time. Let Rb = Rbmax/2
denote the mean random backo� time. For long-term fairness, we
require that each UE is active for at most MTT (Maximum Transfer
Time) consecutive time slots. Otherwise (i.e., An (t) < A

⇤
n ), the UE

does not download data and continues to sense in the next time
slot.

Since the xn (t) are determined by A
⇤
n and Rbmax (equivalently

Rb), we now optimize these parameters. SupposeAn (t) is a random
variable uniformly drawn from the range [a,b] and is i.i.d. over
time. Thus, the expected amount of data downloaded in each slot t
(conditioned on the fact An (t) � A

⇤
n and that the UE is not in the

middle its backo� time) is as follows:

E{�(·)} =E{total data to be downloaded in slot t}
E{total number of active UEs in slot t}

=
(A⇤

n + b)/2�
(N (t) � 1) ⇥ MTT

Rb+MTT
+ 1

� , (5)

where N (t) denotes the expected total number of UEs at time t and
we use the fact that eachUE is active for an averageMTT /

⇣
Rb +MTT

⌘
time slots. We assume that N (t) is a constant in the rest of the for-
mulation. This makes sense since the number of active UEs varies
signi�cantly in a longer timescale, not in a shorter timescale, as
measured in [16]. Let E{CTn } denote the expected completion time
of UE n, which can be approximated as follows:

E{CTn } =
�n

E{�(·)}P{An (t) � A
⇤
n }P{UE n is downloading}

=
�n

A⇤
n+b

2
�
(N (t )�1)· MTT

Rb+MTT
+1
� ⇥ 1

b�A⇤
n

b�a
⇥ 1

MTT
Rb+MTT

.
(6)

From the deadline requirement for data delivery, we should guaran-
tee that E{CTn }  DDLn , 8n. Rearranging the above relationship,
we get the constraints:

MTT

Rb +MTT

� 1
DDLn (b2�A⇤2

n )
2�n (b�a) � N (t) + 1

, (7)

DDLn (b2 �A
⇤2
n )

2�n (b � a) > N (t) � 1. (8)

We �nally remark that since N (t) is a constant the throughput
achieved by the active UE (i.e., Eq. (5)) is a constant, as well. Thus,
our original problem (1–3) is equivalent to solving the following:

max
A⇤
n,Rb

A
⇤
n + b

2
�
(N (t) � 1) · MTT

Rb+MTT
+ 1

� , (9)

s.t. (7), (8), 8t = 1, · · · ,T ,8n.
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Figure 3: The single UE cell throughput in a 20MHz channel.
Measured with a Motorola G5 Plus, Samsung Galaxy S5, and
Samsung Galaxy Note4.

3.3 Calculation of A⇤
n and Rb

Combining Eq. (6) with Eqs. (9) and (7), we know that for each UE
n, the optimal Rb and A⇤

n should satisfy E{CTn } = DDLn . Hence,
we replace the term MTT

Rb+MTT
in (9) by

�DDLn (b2�A⇤2
n )

2�n (b�a) �N (t)+1
��1

and solve for A⇤
n by maximizing (9) with the single variable A⇤

n . If
�n

DDLn is the same for all n, then A
⇤
n will be the same for all UEs.

Given the optimal A⇤
n , the mean random backo� time Rb can be

directly derived from MTT
Rb+MTT

=
�DDLn (b2�A⇤2

n )
2�n (b�a) � N (t) + 1

��1.
Thus, we obtain the following:

Rb = max
⇢
MTT ⇥

✓
DDLn (b2 �A

⇤2
n )

2�n (b � a) � N (t)
◆
, 0
�
.

Each parameter in this equation is known to the UE, except for
N (t). In §5.4, we show that the UE can estimate N (t) accurately
enough to achieve good performance in practice.

3.4 Estimation of An(t)
We estimate the amount of data that can be downloaded, An (t),
with two parameters: (i) the transport block size per RB based on
the received signal strength sn (t) and (ii) the number of available
RBs lunused(t) from the relation lunused(t) = ltotal(t) � lused(t). In
§4, we modify our estimate of lunused(t) to account for inter-cell
interference.

Once an LTE UE measures its wireless channel, it obtains the
RSSI (Receive Strength Signal Indicator), RSRP (Reference Signal
Received Power), and SINR (Signal to Interference and Noise Ra-
tio) [1]. The RSSI is the linear average of the total received power
observed over the total number of resource blocks in a channel,
by the UE from all sources, including co-channel serving and non-
serving cells, adjacent channel interference, thermal noise etc. The
RSRP is the average power of the resource elements that carry
cell-speci�c reference signals. The SINR is de�ned as the power
of a certain signal of interest divided by the sum of the power of
interference and noise, which is a measure of channel quality. In
LTE, the channel quality indicator (CQI) of a UE is determined by
the SINR of the UE and is reported to the serving eNodeB. Then,
the eNodeB decides a modulation and coding scheme (MCS) and
transport block size (TBS) of the UE based on the CQI reported [2].

From Eq. (4), sn (t) represents the bitrate per RB at time slot t for
UE n. Since sn (t) can be directly derived from the index of TBS, we
assume that sn (t) can be represented as a simple linear function of
SINRn (t). To verify this, we measured a single UE cell throughput
with a range of SINR values in our LTE testbed. Because a link
adaptation algorithm is implementation-speci�c, three di�erent

Throughput is proportional to SINR



LTE Frame Structure
• Received Signal Strength Indicator (RSSI) 

comprises the linear average of the total received 
power. 

• Reference Signal Received Power (RSRP) is the 
power of the resource elements that carry cell-specific 
reference signals.

• Reference Signal Received Quality (RSRQ) is the 
power ratio: (N×RSRP)/(RSSI), where N is the number 
of Resource Blocks (RBs).



RSRQ-based Cell Load Estimation

Ref. 3GPP TS 25.814
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UE  
Measurement • No data loaded

• RSSI =   ∑ RSRP

• Fully loaded
• RSSI = ∑ all subcarrier powers

• Since RSRQ is a ratio between RSSI 
and RSRP, we could estimate the cell 
load by measuring RSRQ at a UE.



Theoretical Bound of RSRQ 

• Max RSRQ value: α (dB)
• Cell is idle (0%)

• Min RSRQ value: β (dB)
• Cell is fully loaded (100%)

• Interference: I
• Number of wireless Resource Blocks: NRB

• For example, 2 antennas with no interference (I = 0)
• Max RSRQ, α = -6 dB
• Min RSRQ, β = -13 dB



Programmable Multi-cell 
Multi-user LTE Testbed

• EPC
• Open-source NextEPC

• eNodeB
• 3x Indoor Juni eNodeB

• 1x Outdoor Airspan eNodeB
• 4x SDR USRP devices

• UE
• 6x Motolora G5
• 4x Google Nexus
• 4x Samsung Galaxy S8/S5/Note4

• Mobility & Interference
• 1x Signal attenuator
• 1x Shield box

• Monitoring
• Packet sniffer and network 

monitors



Experiments 
for the Cell Load Estimation

EPC
192.168.1.254

45.45.0.1
UEs

45.45.0.0/16

To campus network
/ Internet

Machine learning and 
application servers GPS for time/freq synchronization

USIMsOpensource EPC Commercial eNodeBs

Shield box and LTE Phones

Signal attenuator

eNodeBs
192.168.1.0/24

Actual load

RSRQ, RSRP, 
SINR, CQI



Measurements on RSRQ 
as a Function of Cell Load
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• RSRQ is a good measure to 
estimate cell load, when there is 
no interference.



Interference from Neighbor Cells
• With co-channel multi-cell environment, the cell load estimation can be inaccurate, 

because the interference degrades RSRQ, and this is where ML can play role

Serving cell
Co-channel

Neighbor cell

100% loading
0%, 
50%, 
100%

Experiments for the effects of inter-cell interference



Improving the Accuracy of 
Cell Load Estimation 

• Machine Learning 

• Train RSRQ, RSRP, SINR measured by UEs and the actual 
resource block usage at the base station

• The cell load is divided into 4 smaller intervals: 
0−25%, 25−50%, 50 − 75%, and 75 − 100%  



Improving the Accuracy of Cell 
Load Estimation 
Accuracy of CASTLE’s load 
estimation 

• At Cell Center 
• No co-channel 

interference 
• 91% accuracy

• At Cell Edge 
• High co-channel 

interference
• 83% accuracy
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CASTLE: Low Energy Expenditure
• CASTLE shows reduction of downloading time by 5–53% and 78–87%, compared to 
Peek-n-Sneak and two PFS algorithms, respectively.  

Comparison of average downloading time 
when UEs are stationary
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CASTLE: High Spectral Efficiency

• CASTLE shows better spectral efficiency by 17%, 57%, and 20%, compared to Peek-
n-Sneak, PFS-FAIR, and PFS-TPUT, respectively.

Comparison of spectral efficiency 
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• Distributed Peek-n-Sneak: MobiCom’13

• Centralized PFS-FAIR: Proportional Fair 
Scheduling (Jain’s fairness index: 1)

• Centralized PFS-TPUT:  Proportional Fair 
Scheduling (Jain’s fairness index: 0.5)



CASTLE with Mobility

• Although the performance is degraded in a mobile environment, we found that CASTLE
still outperforms Peek-n-Sneak and PFS.

Mobile test scenario 
with 8-UE intra-frequency handovers

 2.5

 3

 3.5

 4

 4.5

 5

 5.5

 6

 6.5

CASTLE

Peek-n-Sneak

PFS-FAIR

PFS-TPUT

S
p
e
ct

ra
l E

ff
ic

ie
n
cy

 (
b
its

/s
/H

z) Stationary
Mobile

 0

 20

 40

 60

 80

 100

 120

 140

 160

 180

CASTLE

Peek-n-Sneak

PFS-FAIR

PFS-TPUT
D

o
w

n
lo

a
d
in

g
 T

im
e
 (

se
co

n
d
s) Stationary

Mobile



How does each UE 

know the total 

number of CASTLE 

users, N(t)?

• Auto-tuning: a practical 

approach to tune N(t) over time

• Strategy

1. UE starts CASTLE with N(t) = 1.

2. N(t) is increased with a rate of 

Nmax / DDL

where Nmax is the max value of N that 

satisfies A* > 0:

co-channel 
interference

Cell A Cell B

background traffic

8 mobile UEs perform HO

high load

no stationary UE

Figure 14: Mobile test scenario with handovers between co-
channel neighbor cells.
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Figure 15: Stationary vs mobile: CASTLE performs bet-
ter when UEs are stationary, but still outperforms Peek-n-
Sneak, PFS-FAIR, and PFS-TPUT in mobile environments.

eight UEs continuously move and are handed o� between the Cells
A and B. The mobility is emulated by the signal attenuator, which
is programmed to increase or decrease the signals of Cells A and B
by 0.5 dBm for every second, in the range of [-50 dBm, -120 dBm].
Since the two stationary UEs are continuously downloading, they
cause interference near the edge of Cell B.
Performance comparison: CASTLE heavily relies on UE mea-
surements. Higher mobility makes CASTLE’s estimation less ac-
curate, degrading its performance. In Figure 15, we observe that
CASTLE still signi�cantly outperforms Peek-n-Sneak, PFS-FAIR,
and PFS-TPUT in a mobile environment, although its overall perfor-
mance is worse than in the stationary experiment. Due to mobility,
the average download time of CASTLE increases from 17.6 sec
to 28.0 sec, while that of Peek-n-Sneak increases from 25.7 sec to
37.1 sec in Figure 15a. Compared with Peek-n-Sneak, the download
time of CASTLE is reduced by 25%. Compared with PFS-FAIR and
PFS-TPUT, which now show similar performance, CASTLE’s down-
load time is much reduced by 78–79%. Spectral e�ciency is also
degraded as shown in Figure 15b. The average spectral e�ciency of
CASTLE decreases from 5.62 bits/s/Hz to 4.70 bits/s/Hz. Compared
to Peek-n-Sneak and PFS, CASTLE’s spectral e�ciency is enhanced
by 12% and 55%, respectively.
Implications: Although the performance of CASTLE is degraded
in a mobile environment, we found that CASTLE still outperforms
Peek-n-Sneak and PFS. Since we assume high mobility (8 UEs move
together into another cell every 140 seconds), we can expect better
performance in many practical scenarios and/or considerations.
Some examples include 1) the UE does not continuously move; 2)
DDLn , the deadline of downloading, is long; 3) there is less inter-
ference; and 4) N (t) is small, so the higher throughput threshold
will be selected. In the next section, we describe the e�ect of N (t),
since it is a parameter that cannot be calculated or estimated by
individual UEs.
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Figure 16: Simulation results with �n/DDLn = 0.25. (a) The
throughput threshold decreases as the number of CASTLE
users increases. (b) CASTLE Auto-tuning outperforms PFS-
FAIR, while it is comparable to CASTLE N-known.

5.4 Auto-tuning of N (t)
As explained in §3, N (t) is the number of concurrent UEs running
CASTLE at time slot t ; however, it cannot be exactly estimated
at a single UE. In practice, we suggest an approach to tune N (t)
over time t for each download. When a UE starts using CASTLE, it
assumes that there is no other CASTLE user, i.e., thatN (t) = 1. Then
N (t) is increasedwith a rate ofN (t)max/DDLn whereN (t)max is the
maximum value of N (t) that satis�es A⇤ > 0, which can be directly
derived from N (t)max = (DDLn · b2)/(2�n (b � a)). For example, in
Figure 16a, N (t)max is calculated to be 280 for �n/DDLn = 0.25.
Thus, N (t) linearly increases over time, starting at 1, while the
threshold A⇤ decreases. This approach assumes that having longer
wait times means that there are likely more CASTLE users, which
is similar to CSMA/CD where more collisions indicate more users
in the system.
Auto-tuning evaluation: In order to see the impact of this N (t)
auto-tuning on CASTLE, we conducted a large scale simulation.
We assumed a cell of 1km radius with 110–250 randomly located
UEs per cell. Each UE moves at random with speed between 0
and 120 km/h. 100 UEs generate random background tra�c, while
the remaining 10–150 UEs try to download a 1000 MB �le using
CASTLE or PFS-FAIR. For PFS-FAIR, we randomly distributed the
starting times of the UEs to prevent all UEs from downloading at
the same time. For CASTLE, Auto-tuning is compared to N-known,
which assumes that N (t) is known to each UE. Figure 16b shows the
average data rate achieved by users through Auto-tuning, N-known,
and PFS-FAIR over ten runs. Each dot represents the average value
of a single simulation run. Overall, CASTLE Auto-tuning and N-
known achieve similar average data rates for any number of CASTLE
UEs, outperforming PFS-FAIR. Thus, we empirically demonstrate
that Auto-tuning is a practical way to implement CASTLE.

5.5 Evaluation in a Real LTE Network
We �nally evaluate CASTLE in a commercial LTE network. To an-
alyze the scheduling information of a commercial LTE eNodeB,
we �rst implement a LTE downlink control channel decoder by
modifying the OWL software [4]. By leveraging this decoder, we
report how many RBs are utilized in the commercial LTE cell while
we run CASTLE. Figure 17a compares the measured cell load to
the estimated load class of CASTLE over one day. There are some



Auto-tuning Evaluation

• Auto-tuning and N-known (that 
knows how many users are) 
achieve similar average user 
data rates for any number of 
CASTLE UEs.
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Evaluation 
in a real 
network
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• Grey dots are cell load measurements by parsing LTE 
control channel information

• Blue dots are the CASTLE’s cell load estimation results.

• Most downloads were performed by CASTLE 
between 1 – 9 am  



Related Work

Category CASTLE LoadSense [6] CQIC [19] piStream [27] CLAW [28]

Modi�cation UE (COTS) UE (w/ QxDM) UE & Server UE (w/ QxDM) UE (COTS) & Server
Load level Quaternary Binary Capacity estimation RB utilization RB utilization

Interference Inter-cell ⇥ ⇥ ⇥ ⇥
Scheduling Distributed (theory-driven) Distributed (CSMA-like) ⇥ ⇥ ⇥

API provision � ⇥ ⇥ ⇥ ⇥
Measurement period 1 sec 3 sec RTT 200 ms RTT

Application Delay-tolerant Background Bulk download Video streaming Web

Table 3: Comparison between CASTLE and other UE-side solutions to infer cellular network load.

to extend their infrastructure [10]. ISPs can o�er incentives
(e.g., discounts or rewards) to users who run CASTLE on
their smart devices, as the use of CASTLE on many devices
can improve network utilization without hurting existing
customers, reducing the need for network over-provisioning.

7 RELATEDWORK
Passive load estimation. UE-based load estimation for commer-
cial cellular networks has been proposed by works that collect
PHY-layer information from the cellular modem [6, 19, 27, 28]. As
a pioneer, LoadSense [6] showed that RSRQ can be used for esti-
mating the cellular load. However, LoadSense was only evaluated
on 3G networks, where it had only 75% accuracy on average due to
making binary inferences based on a �xed throughput threshold
(e.g., 1.5 Mbps in 3G). In CQIC [19], the authors built a UDP-based
transport protocol in which the client estimates available capacity
based on a CQI-to-rate mapping. Similarly, piStream [27] proposed
to monitor more detailed PHY-layer information (i.e., per-subcarrier
energy level) to estimate available bandwidth over LTE for a new
rate adaptation scheme for mobile video streaming. Recently, Xie
et al. [28] proposed a new congestion control algorithm called
CLAW that harnesses limited PHY-layer statistics available from
LTE phones with an analytical model. These works, however, have
not considered inter-cell interference in their estimation models.
Active load estimation. There have been several research works
on maximizing cellular link utilization based on observed packet
transmissions, e.g., [9, 21, 25, 30–32]. PROTEUS [30] forecasts achiev-
able network performance in real time for an interactive mobile ap-
plication. Sprout [25] uses packet inter-arrival times to infer cellular
link bandwidth and further determines the number of packets that
can be transmitted as an end-to-end transport protocol. Verus [32]
adapts the sending rate following the delay-to-bandwidth mapping
learned during a training phase to react quickly to cellular capacity.
LinkForecast [31] takes a ML-based hybrid approach that leverages
both upper-layer (e.g., throughput) and lower-layer information
(e.g., RSRP/RSRQ) to predict link bandwidth in real time. To miti-
gate excessive queueing in cellular networks, ExLL [21] adjusts the
congestion window of the transport protocol for downlink tra�c,
while QCUT [9] controls LTE �rmware bu�er occupancy for uplink
tra�c.
Coordinated transmission. To improve channel utilization and
energy consumption, several works have studied a scheduling-
based approach that tries to distribute cellular tra�c from multiple
clients or applications over time based on channel and load states.
Bartendr [23] performs an energy-aware scheduling based on pre-
diction of signal quality, but does not consider the load level. In

LoadSense [6], Peek-n-Sneak was presented as a distributed sched-
uling protocol for coordinated transmission from multiple UEs,
which is similar to CSMA for Wi-Fi networks. However, since Peek-
n-Sneak uses a simple random backo� based on a relatively long slot
duration of 3 seconds, it is likely to have sub-optimal performance
compared to CASTLE’s optimized backo� strategy and further may
deliver unfair service to UEs located in the cell edge, which may
not have high throughputs. CoSchd [26] is a mathematical frame-
work that considers both channel and load �uctuations for cellular
congestion alleviation. Even though its performance is close to
optimality, it requires each BS to update its congestion signal from
aggregated load, which is impractical.
Cellular network analysis. Huang et al. [13] discovered that ac-
tual bandwidth usage is less than 50% of the available bandwidth
due to both application behaviors and TCP parameter settings.
LTEye [16] is an open platform that can run on o�-the-shelf soft-
ware radios. It analyzes the LTE radio performance by monitoring
the LTE PHY-layer and provides deep insights on these networks.
MobileInsight [18] analyzes operational cellular networks on smart-
phones. Despite its wide applicability, it does not estimate cellular
load in real time.

In summary, Table 3 compares UE-side solutions related to cellu-
lar load estimation.

8 CONCLUSION
In this paper, we have presented CASTLE, a fully distributed sched-
uling framework that can jointly optimize the spectral e�ciency
of cellular networks and the battery consumption of smart devices.
For CASTLE’s validation, we built a prototype LTE system that
provides a full connectivity between application servers and mo-
bile devices and implemented CASTLE as a mobile SDK. Through
extensive experiments on our testbed and in AT&T’s LTE network,
we con�rmed that CASTLE outperforms the existing protocol Peek-
n-Sneak and centralized PF scheduling, in terms of both spectral
e�ciency and battery consumption. We expect that both cellular
operators and mobile users can bene�t from CASTLE by easily
deploying its SDK.
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CASTLE SDK

• Available on the following link:
https://github.com/cu-pscr/CASTLE_LIBRARY.git



Conclusion

• CASTLE is a fully distributed scheduling framework in a 
cellular network
• A theory-driven approach that guarantees optimal performance. 
• We formulate and solve the problem of minimizing the battery 

consumption of each mobile device, subject to an achievable 
throughput constraint based on the aforementioned load 
estimation considering inter-cell interference. 
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CASTLE over the Air (3-min)



CASTLE over the Air (1-min)



Presidential Alert
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Seoul

!

This is Your President Speaking:
Spoofing Alerts in 4G LTE Networks

Gyuhong Lee, Jihoon Lee, Jinsung Lee, Youngbin Im, 
Max Hollingsworth, Eric Wustrow, Dirk Grunwald, Sangtae Ha

University of Colorado Boulder



Wireless Emergency Alerts (WEA)

1. Government mandated service in 
commercialized cellular networks in the US
- The Warning, Alert, and Response Act of 2006

2. FEMA is responsible for the implementation & 
administration of a major component of WEA

3. Authorized officials can send geographically-
targeted alerts to public



WEA Has Been Saving Lives

CREDIT: 
ABC7.com



Two Recent Incidents

Potential misuse of the alert 
system
- A false alert caused by human 
error sent in Hawaii on Jan. 13, 
2018

The first national test of a 
mandatory President Alert
- The alert is sent to all capable 
phones in the United States on Oct. 
3, 2018.



Video Clip from ABC Television Stations 



Research Questions

Is it possible to launch an alert spoofing attack? 

What is the impact of such an attack?

How to prevent this attack?



Research Contributions

1. We identify security vulnerability of WEA in LTE networks

2. We verify alert spoofing attack in systematic and extensive 
way

3. We discuss possible solutions to defend the alert spoofing 
attack



Types of Alerts

Presidential Alerts

Imminent Threat Alerts

AMBER Alerts

CREDIT KBBI News



Can Be This Alert Blocked By User?

Presidential Alert       NO
Other Alerts                 YES

Android Setting iOS Setting



How Does WEA Work??

Authorized
Government 

Official

CBC
(Cell Broadcast Center)

of Network Provider

MME
(Mobility Management Entity)

eNodeB

eNodeB

UE
(User 

Equipment)



Shield Box

Preliminary Investigation

Authorized
Government 

Official

CBC
(Cell Broadcast Center)

of Network Provider

MME
(Mobility Management Entity)

eNodeB

UE
(User 

Equipment)

CBC enabled EPC (Evolved Packet Core)
(NextEPC)

COTS
eNodeB

At
te

nu
at

or

Testbed



Testbed Setup



3 Cases of Alert Reception

Case SIM
Equipped

Authentication
Success

Alert
Reception Trustworthy

1 Yes Yes Yes Yes

2 Yes No Yes No

3 No No Yes No



MIBSIB1Other
SIBs

General Connection Procedure in LTE NetworksAlert Transmission Procedure

Other
SIBs

TURN
ON

Periodicity : 40ms

SFN (System Frame Number)
System Bandwidth

Periodicity : 80ms

Provider’s information (PLMN)
Other SIBs’ periodicity (Scheduling Info)

AUTHENTICATION & KEY AGREEMENT (AKA)

SIB1

MIB

Alert

SIB12
(Alert)

!

SIB1:
Let UE know periodicity
of SIB12PCI

PCI

PCI



!
Other
SIBs

SIB12
(Alert)

Alert Message Reception w/o Authentication

AUTHENTICATION & KEY AGREEMENT (AKA)

SIB1
MIB



How to Perform The Attack –UE Has 2 States

Idle Active



!

MIBSIB1SIBs

How to Perform The Attack
1st Case : IDLE state

If there is no data transmission,
after inactivity timer (typically, 10s), 
UE switches to IDLE state

Periodically,
UE wakes up and 
performs Cell Measurement

If UE finds stronger signal eNodeB,
It performs Cell Reselection 

Then, UE performs general
connection procedure

SIB1
2

(CMA
S)



How to Perform The Attack
2nd Case : ACTIVE state

If there is data transmission,
UE does NOT switch to IDLE state

If UE finds a new strong signal eNodeB, 
Hand-over is triggered

To perform hand-over, 
UE sends Measurement Report
including new cell’s information

Since MME does NOT know a new cell’s info, it 
REJECTs the hand-over

Nop
e

If new eNodeB’s signal is much stronger than serving 
eNodeB’s signal,
RLF(Radio Link Failure) occurs.
So, UE is released and switches to IDLE state



Summary

Exploitabl
e

Cell Search,
Reselection

Power-on,
Paging

Attach Request,
Service Request

Authentication

Attach Accept

Release

No 
CMAS

Receptio
n

Secur
e

CMA
S

Trigger:
Inactivity, RLF, etc



How effectively can we launch a 
CMAS spoofing attack with 
respect to

Attack CoverageAttack Success Rate



Experimental Setup – 2 Types Spoofers



Experimental Setup – Structure

SecureNet EPC (HSS+MME)

Spoofer Controller Spoofer eNodeB

SecureNet eNodeB

OR

Attenuator

Shield box

SecureNet

Spoofer



Tested UEs

Apple
iPhone 8
iPhone X
iPhone XS

Samsung
Galaxy S7 edge
Galaxy S8

Motorola
Moto G5 plus
Moto G6

Huawei Nexus 6p

Google Pixel 1



RSRP difference (dB)RSRP difference (dB)

Experiment Result

IDLE state ACTIVE state

※ RSRP difference = RSRP from Spoorfer – RSRP from SecureNet



Experiment for Checking Attack Coverage

Attack
Success Rate

RSRP Difference between SecureNet & 
Spoofer

Idle UE Active UE

90% 6 dB 13 dB

23.4m

44.1m

※ eNodeB Power : 0.1W



Practical Attack Scenarios

Outdoor (Stadium)Indoor (Building)



Indoor Attack – Measurement



Indoor Attack – Result

※ eNodeB Power : 0.1W

Attack to Idle 
UEs

Attack to Active 
UEs



Outdoor Attack – Measurement



Outdoor Attack – Result

※ eNodeB Power : 1W
※ NS-3 Simulator was used

Attack on Idle UEs 
(90% Attack Success Rate)



POTENTIAL
DEFENSES

Digital Signature 

Accepting only when authenticated

LTE eNodeB Fingerprinting

Providing an eNodeB’s location



Digital Signature

Sender
(CBE)

Private Key
Public Key

HASH
HASH

Compare

Digital Signature

Receiver
(UE)



Digital Signature – Pros & Cons

Pros
- Secure & robust
- Does NOT affect accessibility

Cons:
- Distribution of public keys
- Many CBEs, many public keys



!

Accepting Only When Authenticated

SIB1

2

(Alert)

AUTHENTICATION & KEY AGREEMENT

I trust this network,

So I trust this 

SIB12

SIB1

2

(Alert)

RLF is occurred.

Switch to Idle state

Oh, I cannot trust this network yet.

So, I discard this message



Accepting Only When Authenticated

Pros: 
- Very simple to apply (just update UE’s firmware)
- Modification of network is NOT needed

Cons:
- Accessibility is limited
ㆍNon-subscriber
ㆍTemporarily in the unauthenticated state

(UE attaching, handover, etc.)



LTE eNodeB Fingerprinting

eNodeB broadcasts its network configuration through SIB messages

SIB message types, periodicity, and contents can vary

Channel quality (e.g. RSRP) and cell load information can be 
measured by UE



LTE eNodeB Fingerprinting

Pros: 
- Modification of network is NOT needed
- Does NOT affect accessibility

Cons:
- Attacker may be able to mimic the legitimate signal



Providing an eNodeB’s location

UE can estimate distance from eNodeB using RSS(Reference Signal 
Strength)
Using DB in internet, UE can determine whether the alert is trusted or 
not

?



Providing an eNodeB’s location

Pros: 
- Modification of network is NOT needed

Cons:
- Non-subscriber or No-SIM card UE cannot distinguish the malicious 

eNodeB



CONCLUSIONS

We verified the feasibility of 
alert spoofing attack

This attack can be done on 
any LTE Smartphone

Collaboration is needed among 
Government, 
Standardization organizations, 
Network providers, 
Manufacturers

Alert Spoofing Attack is 
Easy to Perform,

but Hard to Defend



Questions & Discussion



Public Safety Research 2020 
(1-min)



Thanks to my Group and Sponsors
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Please visit http://netstech.org


